EJBCA with GemSAFE Toolbox Partl
Workstation Logon



Introduction

This document describes installation of EJBCA3.6.0, starting from a

clean Windows Server 2003 and a clean Window XP Professional.

In this document, EJBCA 3.6.0 is used together with:
1. GemSAFE toolbox
2. GemSAFE PCSC token
3. ApacheAntl.7.0
4. Jboss4.2.2
5. JDK 6 Update 6
6. JCE6

for workstation smart card logon.

The procedures to use EJBCA for email signing, email encryption and

SSL service will be described in another document in series
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1 -- Configure Server



Initial server properties:

® Server OS: Windows Server 2003 Enterprise Edition
® Computer name: clean2003
® [P address: 172.168.10.10
®  Subnet mask: 255.255.0.0
® Preferred DNS server: 172.168.10.10
® Workgroup: WORKGROUP
® Server role: nothing
System Properties 4 4 1nternet Protocol {TCP/IP) Properties B x|
Adwvanced | Automatic Updates I Femate I General
General Lomputer Mame I Hardware
You can get IP settings assigned automatically if your network supports
ra - ‘windows uses the following information ta idsmtify your computer this capability. Ctherwise, you need ko ask wour network administratar
"1) an the netwark. for the appropriake IP settings.

Computer description:

" obtain an IP address automatically

For example: "l|S Production Server'' or v {es e el
“Ancounting Server. s &
Full computer name: clean2003. IP address: I 172 /168 . 10 . 10
Wworkgroup: WORKGROUP Subniet mask: EEERE
. . P Defaulk gateway: I
To rename thiz computer of join a domain, click Change. Change... |

" Obtain DNS server address automatically

—{% se the following DMNS server addresses:

Preferred DMS server: I 172 168 . 10 . 10

Alternate DS server: I

Advanced.., |
oK Cancsl Apply ok | cancel |

Configure Your Server Wizard 5[

Server Role
¥ou can set up this server to perform one or more specific roles. IF vou want ko add mare than one 5

role to this server, you can run this wizard again,

Select a role, IF the role has not been added, you can add it, IF it has already been added, vou can
remove ik, IF the role you want to add or remove is not lisked, open Add or Remove Programs,

Server Role | Configured |
File server Mo
Print server Mo
application server (115, ASP.MET) Mo
Mail server (POP3, SMTR) Mo
Terminal server Mo
Remoke access | WPN server Mo
Darain Contraller (Active Direckory) Mo
DM server Mo
DHCP server Mo
Streaming media server Mo
WINS server Mo
Wiew the Configure Your Server log,

< Back I [ext = Cancel Help




1.1 -- Create a Domain Controller

1. Start\Manage Your Server\Add or remove a role\click “Next”
': Manage Your Server

M a n a ge YO u r Se we r Search Help and Support Center _ @

Server: CLEANZ003

Tools and Updates

\% Adding Roles to Your Server

Adding roles to wour server lets it perform specific tasks. For fdd or remove a role Administrative Tools
example, the file server role enables wour server to share files, To

add a role, start the Configure Your Server Wizard by clicking Add or
remove a role.

dab | Mare Tools
1 R 4
@) Read about server roles Windows Lipdate

Computer and Domain Mame
Information

Internet Explarer Enhanced

j Managing Your Server Roles Security Configuration

After wou have added a role, return to this page at any time For
taols and information to help vou with vour daily administr ative
tasks. s5ee Also

j‘j Mo roles hawe been added ko this server. To add a role, click.

Help and Support
Add or remove a role, g Fe

Microsaft TechMet
Deplovment and Resaurce Kits
List of Common Administr ative

Tasks
Windows Server Communities
What's Mew
Strateqic Technology Protection
Prograrm
¥ Dor't display this page at logon
2. Choose “Domain Controller (Active Directory)”
Configure Your Server Wizard |

Server Role

You can set up this server bo perform one ar more specific rales, IF you want ko add more than one
role ko this server, wou can run this wizard again,

LA

Select arole, IF the role has not been added, wou can add it, IF it has already been added, wou can
remaove ik, If the role wou want to add ar remove is not lisked, open Add or Remaove Programs.

T — | Configured | D!:rmain Controller {Active

- Directory)
File: server Mo
Print server [ [u]
Application server (115, ASP.MET) Mo Domain controllers store direckory data
Mail server (POP3, SMTP) T and manage user logon processes and
Terminal server la! direckory searches,

Mo

Read abouk domain contraollers

CMS server . Mo

DHCP server Mo
Streaming media server Mo
WINS server Mo

View the Configure Your Server log.

= Back I Mext = I Cancel Help




3.
4.

5.

© X =N

Click “Next” 6 times
At “Full DNS name for new domain:” input “testing.company.cn”

Active Directory Installation Wizard x|
Hew Domain Hame /
Specify a name faor the new domain.

Tupe the full DS name for the new domain
[for example: headquarters. example. microzoft. com].

Full DMS name faor new domain:

testing. company.ch|

< Back I MHest » I Cancel

Click “Next” 4 times
Active Directory Installation Wizard ' x|
DMNS5 Hegistration Diagnostics /
Werifp OMS support, or ingtall DMS on this computer.
Diagnostic Results -

The reqgiztration diagnostic haz been mn & times.

Mone of the DMS zervers uged by thiz computer responded within the timeout
interal,

Far more infarmation, including steps to correct this problem, see Help.

Details

The SOA query for _ldap._tep.de._mzdes. testing. compary.cn to find the prirary ;I

| have corected the problem. Perform the DMS diagnostic test again.

£ Inztall and configure the DMS server on thiz computer, and et this computer to uze
thiz DMS server as its preferred DMS server.

& | will corect the problem later by configuring DMS manually. [Sdvanced)

< Back I Mewut » I Cancel |

Choose “I will correct the problem later by configure DNS manually. (Advanced)”
Click “Next” 2 times

At “Restore Mode Password:” input “foo123”

At “Confirm password:” input “foo123”




Active Directory Installation Wizard ' x|
Directory Services Restore Mode Administrator Password /
Thiz paszword iz used when pou start the computer in Directony Services Restore
fode.

Type and confirm the passward vou want to aszign to the Adminiztrator account uzed
when thiz zerver iz started in Directony Services Restore Mode.

The restore mode Adrinistrator account iz different frorm the domain &drninistrator
account. The pazswords for the accountz might be different, =0 be sure to remember

bath.
Festore Mode Passwaord: Im
LConfirm pazsword: I--- anw

Far mare infarmation about Directary Services Bestore Mode, see Active Directory Help.

< Back I Hext » I Cancel

10

. Click “Next” 2 times

11. Click “Finish

12

. Click “Restart Now”

Configure Your Server Wizard

This Server is Now a Domain Controller

You hawve successfully sek up this server as a domain controller, To add or
remove another rale, run the Confiqure Your Server Wizard again.

Wiew the nexk steps For Ehis role

For a record of wour changes, see the Configure Your Server log,
To close this wizard, click Finish,

= Back Cancel Help

13.

When the computer is restarted click “Finish”




1.2 -- Create a DNS Server

Start\Manage Your Server\Add or remove a role\click “Next”
Choose “DNS server”

Configure Your Server Wizard

x|

Server Role

¥ou can set up this server ko perform one or mare specific roles, IF vou want to add more than one 5
role ko this server, wou can run this wizard again,

Select a role, IF the role has not been added, wou can add it. IF it has already been added, vou can
remove it, IF the role wou wank to add or remove is not lisked, open Add or Remowe Programs.

Server Rale | corfigured | DNS server

File server Mo

Prink server Mo

Application server (115, ASP.MET) Mo DMS (Domain Mame System) servers

Mail server (POP3, SMTR) Mo translate domain and computer DNS

Terminal server M narmes bo IF addresses,

Remate access | VPN server Mo

Domain Controller (Ackive Direchory) Yas IF vou plan to set up this ssrver as a
domain controller and it is the firsk

DHCP server Mo domain contraller in the dormain, select

Streaming media server Mo the doma!n cantraller rale, In th|s case,

WINS server Mo the domain controller role configures

the server so that DNS and Active
Directory work together,

Read about DN servers

Wiews the Configure Your Server log,

< Back I Mext = I Zancel | Help |

Click “Next” 2 times

Insert Disk x|

. eaze inzert the Compact Dizc labele Indows
{\j Pl i he C Digc labeled Swind
= Server 2003, Enterprize Edition CO-ROM" into wour

CO-ROM drive [D:] and then click OF. Cancel |

Y'ou can alzo click OF if pau want files to be copied
fram an alternate location, such as a floppy disk or a
netwark, server.

Click “OK”

Browse to Windows Server 2003 Enterprise CD/ENGLISH/WIN2003 VLP/ENT/I386/
DNSMGR.DL _

Click “Open”



Configure a DNS Server Wizard i 5'

Welcome to the Configure a DNS
Server Wizard

This wizard helps vou configure a DNS server by creating
forward and reverse lookup zones and by specifving rook
hints and Forwarders,

Before continuing, review the DMS checklists,

For more information about configuring DS, click Help.

To continue, click Mext.

= Back Mext = Cancel Help |

7. Click “Next” 3 times
8. At “Zone Name:” input “testing.company.cn’

Zone Mame Q
What is the name of the new zoner ‘

>

The zone name specifies the portion of the DMS namespace For which this server is
authoritative. It might be your organization's domain narme (For example, microsoft, com)
or a portion af the domain name (For example, newzone. microsoft.com). The zone name is
not the name of the DMNS server,

Zone name:

testing.cnmpanv.cnl

For more information about zone names, click Help.

< Back I Mexk = I Cancel Help

9. Click “Next” 2 times
10. Choose “No, it should not forward queries”



Configure a DNS Server Wizard ' |
Forwarders Q
Forwarders are DMS servers to which this server sends queries that it cannok ‘
answer,

Should this DMNS server Forward queriesy?

" ¥es, it should Forward queries to DMS servers with the Following IP addresses:

I - - - {optional)

" o, it should not Forward queries:

If this server is not configured to use Forwarders, it can skill resolve names using
rook Name servers,

Far more information about Farwarders, click Help.

= Back I Mexk = I Cancel Help

11. Click “Next”
12. Click “Finish”

13. Ignore the error message
Configure Your Server Wizard

This Server is MNow a DMNS Server

You have successFully set up this server as a DMNS server. To add or remove
another role, run the Configure Your Server Wizard again.

Wiew the next steps For this role

For a record of wour changes, see the Configure Your Server log,
To close this wizard, click Finish,

= Back Cancel Help

14. Click “Finish”



2 -- Install EJBCA Components



1.

Download various installation files

Apache ant 1.7.0

http.//apache.mirror.phpchina.com/ant/binaries/apache-ant-1.7.0-bin.zip

JBoss 4.2.2

http://downloads.sourceforge.net/jboss/iboss-4.2.2.GA.zip?
modtime=1193094131&big_mirror=1

EJBCA 3.6.0

http://downloads.sourceforge.net/ejbca/ejbca 3 6_0.zip?
modtime=1207510966&big mirror=0

JDK 6 Update 6

http://java.sun.com/javase/downloads/index.isp

Java Cryptography Extension (JCE)
Unlimited Strength Jurisdiction Policy
Files 6

http://java.sun.com/javase/downloads/index.jsp

1. GenerateDCCertRequest.vbs

http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scri
pts/1.%20GenerateDCCertRequest.vbs

2. InstallDomainControllerCert.vbs

http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scri
pts/2.%20InstallDomainControllerCert.vbs

3. ImportCACertToNTAuthStore.vbs

http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scri
pts/3.%20ImportCA CertToNTAuthStore.vbs

ReqDCCert.vbs http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scri
pts/RegDCCert.vbs
_ =0l x|
. File Edit ‘iew Favorites Tools  Help | :,'
2. . Install various comp(.)nents Qback + ) « (T | O search [ Folders | 15 0 X ) | (@
1. JDK at C:\Java\jdk1.6.0_06 address [ ELE
ii. JRE at C:\Java\jre1.6.0_06 a0, 3 wmpub
1. Ant 1.7.0 at C:\ant170 I CAConfig b c-keyreader exe
. . ) Documents and Settings
iv. JBoss 4.2.2 at C:\jboss422 =) eibcaden
v.  EJBCA 3.6.0 at C:\ejbca360 () Inetpub
. ) ) Java
V1. Jee at C:\jce ) jboss422
vii. 1. GenerateDCCertRequest.vbs at desktop iee ,
_)Prograrm Files
Viil. 2. InstallDomainControllerCert.vbs at desktop | 1mp
iX. 3. ImportCACertToNTAuthStore.vbs at desktop CDWINDOWS
X. ReqDCCert.vbs at desktop _
. . |13 objects 43,0 KB | J Iy Computer A
xi. Overwrite Jce files
Overwrite using
C:\Java\jre1.6.0 06\lib\security\local policy.jar C:\jce\local policy.jar
C:\Java\jdk1.6.0 06\jre\lib\securitylocal policy.jar C:\jce\local policy.jar

C:\Java\jre1.6.0 _06\lib\security\US export policy.jar

C:\jce\US export policy.jar

C:\Java\jdk1.6.0 06\jre\lib\security\US export policy.jar

C:\jce\US export policy.jar



http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/ReqDCCert.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/ReqDCCert.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/3.%20ImportCACertToNTAuthStore.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/3.%20ImportCACertToNTAuthStore.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/2.%20InstallDomainControllerCert.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/2.%20InstallDomainControllerCert.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/1.%20GenerateDCCertRequest.vbs
http://download.primekey.se/ejbca/smartcardlogon/ReleasePackage/Scripts/1.%20GenerateDCCertRequest.vbs
http://java.sun.com/javase/downloads/index.jsp
http://java.sun.com/javase/downloads/index.jsp
http://downloads.sourceforge.net/ejbca/ejbca_3_6_0.zip?modtime=1207510966&big_mirror=0
http://downloads.sourceforge.net/ejbca/ejbca_3_6_0.zip?modtime=1207510966&big_mirror=0
http://downloads.sourceforge.net/jboss/jboss-4.2.2.GA.zip?modtime=1193094131&big_mirror=1
http://downloads.sourceforge.net/jboss/jboss-4.2.2.GA.zip?modtime=1193094131&big_mirror=1
http://apache.mirror.phpchina.com/ant/binaries/apache-ant-1.7.0-bin.zip

3. Add user variables

i.  Right click “My Computer”\Properties\Advanced\Environment Variables\User variable

for Administrator\New
1i. Add user variable one by one
User variables value
ANT HOME C:\ant170
ANT OPTS -Xmx512m
APPSRV _HOME C:\jboss422
CLASSPATH C:\Java\jdk1.6.0 06\lib
EJBCA HOME C:\ejbca360
JAVA HOME C:\Java\jdk1.6.0 06

Environment Yariables 21x|

Environment ¥ariables

~User variables For Administrator User wariables for Administrator
‘ariable | Yalue - ‘ariable | Yalue |;|
ANT_HOME Ci\ant170 CLASSPATH CiiJavatjdkl 6.0_06Yib
ANT_OPTS -¥mxS12m EIBCA_HOME Ct\ejbrasso
APPSRV _HOME  Ciijboss42Z o JAYA_HOME i Javaljdkl . 6,0_08
Avh_HOME Ci\Javaljdkl.6.0_06 TEMP % USERPROFILE%:\Local Settings|Temp
CLASSPATH T\ Javaljdkl.6.0_06Ylib | THP % USERPROFILE:Local Setkings! Temp -

Edit | Delete | Ble Edit | Delete |

—Swstem variables

—System variables

Lelsls | el |A ‘ariable | Yalue -
Jusdteilon CE'I,WINDOWS'I,C|US|:EJF'I,E|US|:BF.|Dl;| L Clusterlog CTROOY ST luster clusker . log
Comspec CWTRDOW S svstem32 omd, exe ' L
NUMBER_OF P... 1 Comspe: CWINDOW S system32iomnd, exe
05 Windows_NT MUMBER_OF P... 1
Path CHAWINDOWS systemaz; CIWINDOWS; ., = 03 Windows_HT
Path CiWINDOW Shavsbem32 i WINDOWS; LI
=) Edit | Delete |
Tew | Edit | Delete |
K | Cancel |
(0]4 I Cancel |
4. Edit system variable “Path”
i.  Choose “Path”\Click “Edit”
ii. Add”;” at the end of the value
iii. Add the new directory to the value
System variables value
Path C:\Java\jdk1.6.0 06\bin;C:\ant170\bin
Edit System Yariable el
Variable name: I FPath
ariable value: I i Javajdkl 6.0 0&E3hing C:hank 1705 bin|

| Ok I Zancel |




5.  Rename

Rename to
C:\ejbca360\conf\ejbca.properties.sample C:\ejbca360\conf\ejbca.properties
& C:'ejbca36n’conf - |I:I|i|
File  Edit  Wiew Favorites  Tools  Help | '1.’
@ Back = . - I | ) Search ™ Folders | & ) | [T
address I]j Ciejbca3eiconf j Go
Mame = I Size | Twpe | Date Modified | Abtribukes I
logdevices File Falder 4125120058 Z:40 PM
catoken. properties, sample ZKE 3AMPLE File Bf25/2007 1:55 AM
cp. properties, sample SKE SAMPLE File FI23/2007 251 PM
custom, properties, sample 1 KE 3AMPLE File 1/14/2008 2:17 AM
database. properties. sample 4 KE SAMPLE File FI258/2008 3119 AM
sjbra. properties| IKE 3AMPLE File ZI10/2008 7:03 AM
jaxws. properties, sample ZKE SAMPLE File Bf25/2007 1:54 AM
jndi. properties. jhoss 1KE JBiD35 File 11/14)2007 9:24 PM
jndi.pruperties.uracle 1 KE ORACLE File 1/10/2008 12:19 AM
jndi. properties  wehlagic 1 KE WEBLOGIC File 11/14)2007 9:24 PM
jndi. properties, websphere 1 KE WEESFHERE File ZI14/2008 7133 PM
log4i. properties, sample ZKE SAMPLE File 12)27)2007 2:32 AM
log.properties, sample ZKE SAMPLE File 2002008 12:11 AM
mail. properties.sample ZKB SAMPLE File 31312008 10:39 PM
ocsp. properties, sample S KE SAMPLE File FMTI2008 6:16 PM
protection.properties . sample ZkKB SAMPLE File 9f25)2006 11:42 PM
web, properties, sample SKE SAMPLE File 31172008 1:52 AM
wkms.properties . sample 3KB SAMPLE File 1/4/2007 3:35 PM

Twpe: SAMPLE File Date Madified: 2/10J2005 7:03 AM Size: 8.71 KB 3.71 KB | :J My Campuker v




2.1 -- Deploy EJBCA and Supplementary Components

Open a command prompt, start\run\type “cmd”\enter
Go to ejbca directory, type “cd\”\enter\cd ejbca360\enter
type “ant bootstrap” and press enter

¢ | Command Prompt

Microzoft Windows [Uewrsion 5.2.379A81
(C» GCopyright 1985-20A3 Microsoft Corp.

C:Documents and Settings™Administratorcds
C:%>cd ejbcadoBd
C:wejhcalol>ant bootstrap_

e | Command Prompt

buildwithcmptcpservice:

deploy:
[echo] Merging available external modificationz from C::ejhca—custom.

[copy] Warning: C:ixejbca—custom not found.
Trying to override old definition of task apt
Trying to override old definition of task wsimport

j2eeicheck:
[echo]l Using appserver.home : GC::\jhoszd22

yeb—configure:
conf igure :
:deployBase:
[copy] Copying 2 files to C:\jhoss422 \serversdefaultsdeploy
[copy] Copying 1 file to C::jhoss422%\serversdefaultideploy
tdeploy:
BUILD SUCCESSFUL

Total time: 3 minutes 3 seconds
C:vejbcal6d’

4. If build successfully in previous step, start JBoss service by going to “C:\jboss422\bin” and

double click on “run.bat”

@ C:\jboss422\bin =10/ x|
File Edit wiew Favorites Tools  Help 1"'
() Back - T Search Folders | [aw (b < K} | [T~

Address |_,." i jboss422\bin j a Go

ﬂ classpath.sh ﬂ run.jar [F]wsconsume . bat
ﬂ jboss_init_hpux.sh j run.sh j wsconsume, sh
ﬂ iboss_init_redhat.sh %] shutdown.bat [F)wsprovide.bat
ﬂ jboss_jnit_suse,sh ﬂ shukdown, jar ﬂ wsprovide, sh
"~ |probe.bat ﬂ shutdown.sh [F)wsrundient bat
&= probe.sh Fltwiddle, bat =) wsrunclient..sh
ﬂ bwiddle. jar [F]wstools.bat

ﬂ rur, conf ﬂ Ewiddle. sh ﬂ wstools,sh

Type: Windows Batch File Date Modified: 10) [3.74 KB j’ My Computer



Shortcut to run.bat

parameters.
11 L@:37.656 INFO [OCS5PServletBasze] ExtenzionClass not defined in initializatio

718 INFO I[TomcatDeployer]l deploy,. ctxPath=-sejhcaspublicwehs/webhdist, wal
.../tmp/deplny/tmpEiSiGejhca.eaP—cnntents/uehdist—exp.uar/
11:58:37.875 INFO I[TomcatDeplovyer]l deploy,. ctxPath=rsejhcasxkms, warlrl=... tmp/|
depluy/tmpEiSiGe jhbca.ear—contents/xkms—exp.war/
11:58:48.148 ERROR [STDERR] May &. 2808 11 L@:48 AN com.sun.xml.ws . transport_htt
p.servlet UWEServletContextListener contextInitialized
IHFO- WESERULET1Z: JAK-WE context listener initializing
11:508:41.937 ERROR [STDERR] May 6. 28088 11:58:41 AM com.sun.xnl_uws_transport_htt
p.zervlet .RuntimeEndpointInfoParser processlsdlLocation
IMNFO: wsdl cannot he found from DD or annotation. Will generate and publizh a ne
v WEDL for BEI endpoints.
11:568:41,.984 ERROR [STDERR] May 6. 2008 11:50:41 AM com.sun.xml.ws.transport.htt
p.zerviet WEEervletDelegate init

IHFO' WESERULET14: JAX-UWE servlet initializing
11:508:42_.6815% INFO [EARDeplovyer] Started JZ2EE application: file:-/C:/jboss422/sen|
ver-sdefault deploy-sejhca.ear
ééBEB 42,218 INFO [HttpliProtocoll Starting Coyote HITP-1.1 on http-127.8.8.1-8
11:508:42.258 TNFO [AjpProtocol] Starting Coyote AJP-1_3 on ajp—127.8_8.1-808%
11: 42,312 INFO [8erver] JBoss (ME MicroKernel) [4.2_.2.GA <(build: SUNTag=JBos
s_4_ 2 2 GA date=280071822113%>1 Started in 1m:15s:125ms

ommand Prompt

buildwithcmptcpservice:

deploy:
[echo] Merging availahle external modifications from C:sejbca—custom.
[copy]l Warning: C:sejbca—custom not found.

Trying to override old definition of task apt

Trying to override old definition of task wsimport

J2ee:-check:
[echo] Using appserver_home : C:xjhoss422

J2eeweb—conf igure:
J2ee conf igure:
JZ2ee-deployBase:

[copy] Copying 2 files to C:ixjhossd22sserversdefaultsdeploy
[copy]l Copying 1 file to C:-njbhoss422sserversdefaultsdeploy

J2ee-deploy:
BUILD SUCCESSFUL

Total time: 3 minutes 3 seconds
C=ejbcaldbBrant install

To use default setting for super admin certificate, just press “Enter” when command prompt

prompts you to input anything
mmand Prompt

[input] Please enter the server dn {default: CH=localhost.0=EJBCA Sanple.C= SI’
E> ? [CH=localhost. 0=EJBCA Sample. C=8E]

[input] Please enter the superadmin password {default: ejhcad ? [ejbcal

[input] Please enter the if superadmin keystore should be batched (default:
true> 7 [truel

[input] skipping input as property java.trustpassword has already heen set.

ejbcazinit:
[echo]
rechol ———————————— PPDDEPtlE“ ————————————————
[echo]l ca.name AdminCAl
[echo]l ca.dn CHN=AdminCAl.0=EJBCA Sample.C=5E
[echo]l ca.tokentype soft
[echo] ca.tokenpassword null
[echo]l ca.keyspec 2048
[echo]l ca.keytype REA
[echo] ca.signaturealgorithm SHA1WithRSA
[echo]l ca.validity 36508
[echo] ca.policy null
[echo] ca.tokenproperties conf /catoken.properties
[echo]l httpsserver.hostname localhost
[echo]l httpsserver.dn CM=localhost .0=EJBCA Sample,.C=SE
[echo]l httpsserver.password serverpud
[echo]l superadmin.password ejbca
[echo]l superadmin.batch true
[echo]l java.trustpassword changeit
[echo]l appserver.home C:njhoss422
[echo]

ejbcainstall:

[eche] Initializing CA with AdminCAl *CH=AdminCA1l.0=EJBCA Sample.C=5E’' soft
null 2848 REA 3658 null SHA1WithREA conf.catoken.properties.._.

[echo] ca init AdminCAl “CH=AdminCAl.0=EJBCA Sample, C=8E" soft null 2048 RSk



mmand Prompt

otca.der’

[eche] Adding to or creating keystore: CisejbcadeB- pl2 truststore.jks

[exec] keytool error: java.lang.Exception: Heystore file does not exist: C:
~ejhcalbB pl2/truststore. jks

[exec] java.lang.Exception: Heystore file does not exist: C:iwejhcaleBr pl2-t
rustsztore. jks

[exec] at sun.security.tools.HeyTool.doCommands(KeyTool. java:z56%>

[exec] at sun.security.tools.HeyTool.run{KeyTool. javaz172>

[exec] at sun.security.tools.KeyTool.main(KeyTool. java:z166>

[exec] Hesult: 1

[exec] keytool error: java.lang.Exception: Heystore file does not exist: C:
~ejhcalbB pl2 /truststore. jks

[exec] java.lang.Exception: Keystore file does not exist: C:ejhcaldoB- pl2-t
ruststore. jks

[exec] at sun.security.tools.HeyTool.doCommands(KeyTool. java:z5%6%>

[exec] at sun.security.tools.HeyTool.run{KeyTool. javaz172>

[exec] at sun.security.tools.KeyTool.main(KeyTool. java:z166>

[exec] Hesult: 1

[exec] Certificate was added to keystore

[exec] [Storing C:sejbhcaleB- pl2- truststore.jksl

[delete] Deleting: C:N\DOCUME™1~ADMINI™1~LOCALS™1“Temp“rootca.der

BUILD SUCCESSFUL
: 4 minutes 48 seconds

If build successfully in previous step, stop the JBoss service by press “Ctrl + C” in the second
command prompt, which is the command prompt appeared after JBoss service was started

Shortcut to run.bat

136,189 INFO [HailServicel Mail service * java:--Mail®’ removed from JHDI
136,182 INFO I[TomcatDeployer]l undeplovw. ctxPath=sweb—console, warlrl=...- d
loy/management./console—mgr.sarsweb—console.war/
:@7:36.562 INFO [HttpliProtocoll Pausing Coyote HTTP-1.1 on http—127.8.8.1-88

136,562 INFO [AjpProtocoll] Pausing Coyote AJP-1.3 on ajp—127.8.8.1-88089
A7:37.562 INFO [StandardServicel] Stopping service jhoss._weh
:37.578 INFO [HttpillProtocoll Stopping Coyote HITP-1.1 on http—127_8.8.1-8

BB

2:87:37.593 [AjpProtocel] Stopping Coyote AJP-1.3 on ajp—127.0.8_1-3089
2:87:37.593 [TomcatDeployer] undeploy, ctxPath=r, warlUrl=._ .~ deploy-jhoss
—web.deployer-RO0T _war~
12:87:37.593 INFO I[TomcatDeplovyer] undeploy. ctxPath=rinuvoker, warlrl=._.- deplo
yshttp—invoker.sarsinvoker . war~
12:87:37.593 INFO I[TomcatDeplovyer] undeploy. ctxPath=rjhossws, warlrl=._.- deplo
u/jhossus .sar/jhossws—context .war/
12 87:37.608% IHFO [TomcatDeployer] undeploy, ctxPath=sjbossng—httpil, warlrl=_.
.sdeploysjmssjhossng—httpil.sar-jhossmg—httpil .war~
}2:37:37,656 INFO [Mailfervicel Mail service *Java:~EjhcaMail’ removed from JHD

:37.986 INFO [TransactionManagerServicel Stopping recovery manager
:38.796 INFO [Server] Shutdown complete
Shutdnun complete

job (Y¥Y~/N>?

(3 1)

Type “y” and press enter

After closing JBoss, type “ant deploy” in the first command prompt and press enter

Command Prompt 10| x|

ruststore.jks
[exec] at sun.security.tools.KeyTool.doCommands (KeyTool. java:56%>
[exec] at sun.security.tools.Keylool.run{KeyTool. java:172>
[exec] at sun.security.tools _KeyTool.maintKeyTool. java:166>
[exec] Result: 1

[exec] Certificate wazs added to keystore
[exec] [Storing C:onejbcadbeB- pl2 truststore.jksl
[delete] Deleting:= C:=“\DOCUME™1~ADHMINI™1~LOCALS™1~Temp“rootca.der

BUILD SUCCESSFUL
Total time: 4 minutes 48 seconds
C=ejbcaldbBrant depl

Command Prompt

j2ee:configure:

JZee:deployBaze:
[copy] Copying 2 files to C:xjhossd4Z2vwzerversdefault deploy

[copy] Copying 1 file to GC:njbhoss42Z2sserversdefaultdeploy

JZee:deploy:

BUILD SUCCESSFUL
Total time: 52 seconds
C:wejhcal36d>




10. If build successfully in previous step, Import super administrator’s certificate from

C:\ejbca360\p12\superadmin.p12,

i.  Go to “C:\ejbca360\p12\superadmin.p12’\double click on the certificate\

& C:.ejbca3cniplz

File Edit Wiew Favorites Tools Help

=10l x|

| &

(PBack = ) - T | ) Search [ Folders | & ox ) | -

Address |i| Chejbrazaiplz

jGn

| size | Twps | Date Modified | attributes |
D . 3KB Personal Informatio...  S/6/2008 12:00 PM a
tomeat, jls 4KE IKSFile 562005 12:00 PM &
truststore. jks 1KE JKSFile 5/6/2005 12:00 PM A

|Type: Personal Infarmation Exchange Date Modified: 5/6/2008 12:00 PM Size: 2.74 KB |2.?4 KE

ii.  Click “Next” 2 times

Certificate Import Wizard

Password

To maintain security, the private key was protecked with a password.

| 4 My Computer

|

Twpe the password For the private ke,

Password:

I*****

™ Enatle strong private key protection, You wil be prompted every kime the
private key is used by an application if wou enable this option.

[ Mark this key as exportable. This will allow vou to back up or transport your

keys at alater time,

< Back I Mexk = I

Cancel

iii. Input “ejbca” as password
iv.  Click “Next” 2 times
v.  Click “Finish”

Security Warning

i

AdrninCal

E ‘ou are abouk bainstall a certificate From a certification authariby (CA) claiming to represent;

Windows cannok walidate that the certificate is actually from "AdminCal", You should confirm its origin by contacting "AdminCal", The Following

number will assist wou in this process:

Thumbprint (shal): FCCOD44F 291031250 F2ADEDZ EEA1S9ZE SCCF1S0B

Warning:

If vou install this root certificate, wWindows will automatically trust any certificate issued by this A, Instaling a certificate with an unconfirmed

thumbprink is a securiby risk, IF wou click "ves" vou acknowledoe this risk,

Do you wank ko install this certificate?

vi. Select “Yes” for the warning
vii. Click “OK”




I1.
12.

13.

Start JBoss service again by going to “C:\jboss422\bin” and double click on “run.bat”

when JBoss service is started again, verify that you are able to access https://localhost:
8443/ejbca/ for EJBCA admin-GUI, and https://localhost:8443/ejbca/adminweb/ for EJBCA
public pages

If you see the 2 following web pages, EJIBCA, ant and JBoss are successfully installed and
deployed.

EJBCA Certification Authority - Microsoft Internet Explorer o ] 4

File Edit Yiew Favorites Tools Help | l?

QBack -~ €3 ~ [*] [&] @ | ) Search <7 Favorites @ Media 42 | - i B

Address I@ http:flocalhost: 5080/ ejbeal

jGo

EJBCA .

Enroll
o CreateBrowser Certificate Welcome to the public EJBCA pages
¢ Create Server Certificate
e Creats Keystore E nro l l
Retrieve

s Fetch CA & OCSP Certificates » Create Browser Cartificate - Install a certificate in your web browser.
e Fatch CACRLs This certificate may be exportable depending on browser and

e Fetch User's Latest Cartificate browser seftings.
. » Create Server Certificate - Send a PECS#10 certificate requast
Miscellaneous generated by your server, and receive a certificate that can be
s List User's Certificates installad on the server, Consult your server documsntation.

o Check Certificate Status = Create Keystore - Create a server generated keystore in PEM,
PECE#12 or JES format and save to your disc. This keystore can be

Administration installed in a server, browser or in other applications.

Links

-

.
Retrieve
e - P [
|§| ’_ ’_ ’_ |§:J Local inkranet v
/2 EIBCA Administration - Microsoft Internet Explorer i [m] 5]
Eile Edit Wiew Favorites Tools  Help | ﬁ.’

(€]

Back - ) - %] (2] »| ) Search v Favortes @ Media {"l - i =

Address I@ https:fflocalhost: G445 ejbcaladminweb)

RIDERIL

EJBCA Administration

Home Version : EJBCA 3.6.0
Uzing exportable cryptography
CA Functions
Basic Functions i ini 3
Edit Cortificate Profiles Welcome SuperAdmin to EJBCA Administration.
Edit Publishers
Edit Certificate Authorities

“gd;“{l'mi“g; s EJBCA is a fully functional Certificate Authority. Based on J2EE
W ma!p:ﬂgs technology it constitutes a robust, high performance and component
Add End Enitity based CA Both flexible and platform independent, EJECA can be used

List/Edit End Entities standalone or integrated in any J2EE application.

Supervision Functions Written exclusively in Java, EJBCA can be run on any platform where a

:EBLT':;WD"S JZEE serveris used and it has baen tested on Linux and Windows

Log Configuration platforms.
Reports

System Functions

Syst Configurati . X
Fatsoraces Madie by PrimaKey Solufions AB, 2002-2008

€

Edit Administrator Privileges
’_ ’_ E |§:; Local inkranet



https://localhost:8443/ejbca/adminweb/
https://localhost:8443/ejbca/
https://localhost:8443/ejbca/

3 -- Configure EJBCA



3.1 -- Create CA

1) Go to EJBCA Administration GUI
2) Click “Edit Certificate Authorities”

; EJBCA Administration - Microsoft Internet Explorer

Eile Edit “iew Favorites Tools Help

=0l x|

| &

Q- O - [ )

o | ) search - Favorites @ Media 47 | T i =

Address I@ https:/flocalhost: 5443/ ejbeajadminweb/index. jsp

| Eeo |Links ®

EJBCA Administration

AdminCAT, (Active)

CA Functions
Basic Functions
Edit Certificate Profiles
Edit Publishers
Edit Certificate Authorities

RA Functions
Edit User Data Sources
Edit End Entity Profiles
Add End Entity
List/Edit End Entities

Supervision Functions
Apbrove Actions
View Log
Log Configuration
Reports

Ect]

Add

Delete CA

System Functions
Systetn Configuration
Edit Services

[55_5CL oA Create |

Import CA keystore..

Rename Selected |

Edit Administrator Privileges
My Preferences

Frocess Certificate Reguest

(5]

[ & (8 Localintranet A

3) Type"GS_SCL_CA vl1"in the text box under “Add”. Click “create”

4) Set CA’s parameters

i.  “Subject DN”= CN=GS SCL CA v1,0=Company,C=CN

ii.  “Validity (Days)’= 3650

iii.  “Default CRL Dist. Point (Used as default value in certificate profiles using this

CA.)”= http://clean2003.testing.company.cn:

8080/ejbca/publicweb/webdist/certdist?cmd=crl&issuer=CN=GS SCL CA

v1,0=Company,C=CN
5) Leave all other setting by default, click “Create”
6) The following is the screen capture of the settings



Type of CA
CA Token Type

Authentication
Code

(leave empty for
system default)

Enable auto-
activation of CA
token

Signing
Algorithm

RSA key size

ECDSA key
spec

Subject DN
Signed By

Certificate
Profile

Validity (Days)

Description

Use Subject
Alternative
Name

Poalicy Id

Leave policy id
blank to use
default
certificate profile
values.

Use UTF8 in
policy text

Use
PrintableString
encoding in DN

Create CA
CA Name : GS_SCL_CA_v1

Back to Certificate Authorities

X509

Soft A

~

[SHATWithRSA =

|1024 vl

ICN:GS SCL CA v1,0=Company,C=CN
ISeIf Signed vl

|ROOTCA vI

|3650




Use LDAP DN
order
(experimental to
switch off)

CRL Specific
Data

Use Authority
Keyld
Authority Key Id [~
Critical

Use CRL
Number
CRL Number |~

Critical

Use CRL
Distribution
Point on CRLs ¥
CRL Distribution [~
Point on CRLs
Critical

CRL Expire
Period (h)

CRL Issue
Interval (h)

CRL Overlap
Time (min)

Delta CRL
Period (h)
(0 if no delta
CRLs are
issued)

24

0

10

0

CRL Publishers

Default CRL

Dist. Point
(Used as default |http://clean2003.testing.company.cn:8080/ejbca/pub|icweb/webdist/certdist?cmd:crl8

value in ' Generate I
certificateprofiles
using this CA.)

Default CRL
Issuer

CA Defined
FreshestCRL
extension

(Used as default
value in
certificateprofiles
using this CA.)

Default OCSP




Service Locator

(Used as default
value in
certificateprofiles __Generate I
using this CA.)
Other Data
OCSPService Active V!

XKMS Service Active [
CMS Service Active [

Add/Edit End Entity
Key Recovery
Revocation
Activate CA Token

Approval
Settings

Number of

Required |1 vI

Approvals
Finish User v/

Create | Cancel |

Make Certificate Request I

Made by PrimeKey Solutions AB, 2002-2008.



3.2 -- Create Certificate Profile "DomainController”

1) Go to EJBCA Administration GUI
2) Click “Edit Certificate Profiles”

3) Type "DomainController" in the text box under “Add Profile”. Click “Add”

4) Choose “DomainController” under “Current Certificate Profiles”

/3 EIBCA Administration - Microsoft Internet Explorer

=101 x|

File Edit View Favorites Tools Help

)
| &

@Back ~ ) - [x] [2] A | - search - Favortes @ Media 4 | L=

Address I@;‘I https: jflocalhost: 8443 ejbcaf adminweb findex, jsp

| B |Links =

EJBCA Administration

Edit Publishers
Edit Certificate Authorities

‘DomainContraller

Ra& Functions ENDUSER (FIXED)
Edit User Data Sources OCEPEIGNER [FIXED)
Edit End Entity Profiles ROCTCA (FIXED)

Add End Entity SUBCA (FIXED)

ListEdit End Entities

Supervision Functions
Approve Actions
View Log
Lou Configuration
Reports

System Functions
Systemn Configuration

Edit Services

:n":ﬂ Edit Certificate Profiles
%ﬂﬁmm Current Certificate Profiles

|»

Edit Administrator Privileges Edit Certificate Profile I Delete Certificate Profile
My Preferences
Public Web Add Profile
| Add
Rename Selected Use selected as ternplate | =
|@ Dong v

’_ ’_ |g |!.J Local inkranet

5) Click “Edit Certificate Profile”
6) Set domain controller certificate’s parameters
i.  Check "Use CRL Distribution Point"

ii.  Under "Key Usage" select "Digital Signatures" and "Key encipherment"

iii. Check "Use Extended Key Usage"

iv.  Under "Extended Key Usage" select "Server Authentication" and "Client

Authentication"
v.  Check "Use MS Template Value"
vi. Check "Use a Subset of Subject Alt. Name"

vii. Select "Subset of Subject Alt. Name" "DNS Name" and "MS GUID, Global Unique

Identifier"
viii. Under "Available CAs" select only "GS_SCL_CA v1"
7) Leave all other setting by default, click “save”

8) The following is the screen capture of the settings



Edit Certificate Profile
Certificate Profile : DomainController

Back to Certificate Profiles

Validity (Days) IT

Allow validity override

Allow extension override

Use Basic Constraints
Basic Constraints Critical

Use Path Length Constraint
Path Length Constraint

Use Key Usage
Key Usage Critical

Use Subject Key ID
Use Authority Key Id

Use Subject Alternative Name
Subject Alternate Name Critical

Use Subject Directory Attributes

Use CRL Distribution Point
CRL Distribution Point Critical
Use CA defined CRL Dist. Point
CRL Distribution Point URI
CRL issuer

TI_ITI—ITTITITITITI‘|TTITI_I—I

Use FreshestCRL extension
Use CA Defined FreshestCRL
extension

FreshestCRL extension URI

o0

Use OCSP No Check [~

Use Authority Information Access [~

Use CA defined OCSP locator I
OCSP Service Locator URI

Add | CAissuer URI

Use Certificate Policies
Certificate Policies Critical

ma



Certificate Policy Id

Add User Notice Text

CPS I

Use Qualified Certificate Statement

=

Qualified Certificate Statement [~
Critical

Use PKIX QCSyntax-v2 [~

Semantics Id I

RA Name I

Use ETSI QC Compliance [~

Use ETSI Secure Signature [~
Creation Device

Use ETSI transaction value limit =

Value Limit Currency I
Value Limit Amount I
Value Limit Exponent |

Use ETSI retention period [~

Retention Period (in years) I

Use Custom QC-statement String [~

Custom QC-statement OID I
Custom QC-statement Text I—

Digital Signature
Non-repudiation
Key encipherment
Data encipherment
Key agreement
Key certificate sign
CRL sign

Encipher only
Decipher only

Key usage

Allow Key Usage Override [v|

Use Extended Key Usage ¥
Extended Key Usage Critical [



Extended Key Usage

Use MS Template Value

Microsoft Template Value
(Only the value not the actual
template)

Use CN Postfix

CN Postfix
Text appended after first CN field

Use a Subset of Subject DN
Subset of SubjectDN

Use a Subset of Subject Alt. Name
Subset of Subject Alt. Name

Available bit lengths

Any Extended Key Usage
Server Authentication

Client Authentication

Code Signing

Email Protection

Time Stamping

MS Smart Card Logon
OCSPSigner

MS Encrypted File System

MS EFS Recovery

Internet Key Exchange for IPsec
SCVP Server Cettificate Validation
SCVP Request Authentication

~

IDomainControIIer 'I

-

|
-

EMail, EmailAddress in DN
UID, Unique Id

CN, Common Name
SerialNumber, Serial Number
GivenName, Given Name
Initials

SurName, family name
Title

OU, Organization Unit

O, Organization

L, Location

ST, State or Province:

DC, Domain Component
C, Country (ISO 3166)

|»

Unstructured Address, IP address ﬂ
Il

Other Name -
RFC822 Name (email address)

IP Address

X400 Address

DirectoryName, Distinguished Name (DN) LI

0 Bits

192 Bits
239 Bits
256 Bits

384 Bits



Any CA
AdminCA1
Available CAs

Publishers

TypPe [End Entity =]
Save| Cancel |

Made by PrimeKey Solutions AB, 2002-2008.



3.3 -- Create End Entity Profile "DomainController’

1) Go to EJBCA Administration GUI

2) Click “Edit End Entity Profiles”

3) Type "DomainController" in the text box under “Add Profile”. Click “Add”
4) Choose “DomainController” under “Current End Entity Profiles”

/3 EIBCA Administration - Microsoft Internet Explorer =1ol x|
Elle Edit “iew Favorites Tools Help | ,'J.'
QBak ~ &) - [{] 2] @ | - search Favorites @ Media £ | - iy
Address I@ https:/flacalhost:8443/eibealadminwebfindex. jsp j Go ‘ Links **
] " "
EJBCA _Administration
Home - - - =
Edit End Entity Profiles

CA Functions

Basic Functions N

Edlit Certificate Profiles Current End Entity Profiles

Edit Publishers
Edit Certificate Authorities

RA Functions EMPTY
Edit User Data Sources
Edit End Entity Profiles
Add End Entity
List/Edit End Entities

Supenvision Functions
Approve Actions
ViewLog
Log Configuration
Reports

System Functions

System Configuration
Edit Services

Edit Administrator Privileges Edit End Entity Profile I Delete Profile
My Preferences
Public Web Add Profile
| Add
Renarne Selected Use selected as template | =l
[&] bone [ [B [ ocal intranet w

5) Click “Edit End Entity Profile”
6) Set domain controller end entity profile’s parameters
i.  In the “Subject Alternative Name Fields” add “DNS Name” and “MS GUID,
Global Unique Identifier”
ii.  Under “Email Domain (Use only the domain part of the address, without the '@’
char)” uncheck “use”
iii. Under “Default Certificate Profile” choose “DomainController”
iv. Under “Available Certificate Profiles” select “DomainController”
v.  Under "Default CA" select "GS_SCL_CA v1"
vi. under "Available CAs" select only "GS_SCL_CA vl1"
7) Leave all other setting by default, click “save”

8) The following is the screen capture of the settings



Select for
Removal

-

Remove |

Select for
Removal

-

-

Remove |

Select for
Removal

Remove |

Edit End Entity Profile

Profile : DomainController

Username

Password

Batch generation (clear text
pwd storage)

Subject DN Fields

CN, Common Name

Subject Alternative Name
Fields

DNS Name

MS GUID, Globally Unique
Identifier

Reverse Subject DN and
Subject Alt Name Checks

Email Domain

(Use only the domain part of
the address, without the '@’
char)

Subject Directory Attribute
Fields

Certificate Validity Start
Time

(e.g. 5/3/08 8:53 PM or
days:hours:minutes)

Certificate Validity End Time

(e.g. 5/3/08 8:53 PM or

Back to End Entity Profiles

Required ¥ Modifiable ¥

Autogenerated [~ Required ¥

Use [
Default [T Required ™

|EMaiI, EmailAddress in DN ~| Add |

Required ¥/ Modifiable [

|Other Name ~| Add |
|

Required [ Modifiable

Required [ Modifiable [

Use [T Required [T Modifiable ™

|Date of birth (yyyymmdd) | ﬂl

Use [T Modifiable [

Use [ Modifiable [~



Add

Delete all |

days:hours:minutes)
Default Certificate Profile

Available Certificate Profiles

Default CA

Available CAs

Default Token

Available Tokens

Number of allowed requests

Types:

Administrator

Send Notification

Notification Sender

(Email Address)

Notification Recipient

Notification Events

Notification Subject

IDomainControIIer vl

DomainController
ENDUSER
OCSPSIGNER

[Gs_SCL_CA VI =]

AdminCA1

IUser Generated vI

User Generated
P12 file

JKS file
PEM file

Use [

Default IG

Use [
Default 7 Required ™

Use [T
Default 7 Required ™

JUSER

STATUSNEW

STATUSFAILED
STATUSINITIALIZED
STATUSINPROCESS
STATUSGENERATED
STATUSREVOKED
STATUSHISTORICAL

=



Notification Message

Printing of user data Use [
Default [T Required ™

Printer Name Bullzip PDF Printer |+
Printed Copies |1 -I

Current Template No Printing template is uploaded.

Upload Template Upload Template |

Savel Cancel |

Made by PrimeKey Solutions AB, 2002-2008.



3.4 -- Create New Certificate Profile "GSSmartCardLogon"

1) Go to EJBCA Administration GUI
2) Click “Edit Certificate Profiles”

3) Type "GSSmartCardLogon" in the text box under “Add Profile”. Click “Add”
4) Choose “GSSmartCardLogon” under “Current Certificate Profiles”

4} EIBCA Administration - Microsoft Internet Explorer

-lojx|

File Edit “iew Favorites Tools Help

1,
L

QEack ~ ) - ¢ 2] n | - Search -7 Favorites @ Media 4 | L=

Address I@j https: filocalhost:8443 eibeal adminwebfindsx. jsp

B> |Links =

ETBCA _“Administration

Home Edit Certificate Profiles

|»

CA Functions
Basic Functions
Edit Certificate Profiles Current Certificate Profiles
Edit Publishers
Edit Certificate Authorities -
DomainController
RA Functiohs ENDUSER (FIXED
Edit User Data Sources G. tCa
Edit End Entity Profiles OCSPSIG
Add End Entity ROOTCA (FIXED)
List/Edit End Entities SUBCA (FIXED)

Supervision Functions
Approve Actions
View Log
Loy Configuration
Reports

System Functions
System Configuration
Edit Services
Edit Administrator Privileges

Edit Certificate Profila_|

Delete Cerificate Profile

My Preferences

Public Web Add Profile

I Addd

Rename Selected |

Use selected as template |

=

[& [ [ & & Local intranet 4

5) Click “Edit Certificate Profile”

6) Set GSSmartCardLogon certificate profile’s parameters
i.  Check "Use CRL Distribution Point”
ii.  Under "Key Usage" select "Digital Signatures"
iii. Check "Use Extended Key Usage"

iv.  Under "Extended Key Usage" select "Client Authentication" and "MS Smart Card

Logon"
v.  Under "Available CAs" select only "GS_SCL_CA v1"
7) Leave all other setting by default, click “save”
8) The following is the screen capture of the settings




Edit Certificate Profile
Certificate Profile : GSSmartCardLogon

Back to Certificate Profiles

Validity (Days) IT

Allow validity override

Allow extension override

Use Basic Constraints
Basic Constraints Critical

Use Path Length Constraint
Path Length Constraint

Use Key Usage
Key Usage Critical

Use Subject Key ID
Use Authority Key Id

Use Subject Alternative Name
Subject Alternate Name Critical

Use Subject Directory Attributes

Use CRL Distribution Point
CRL Distribution Point Critical
Use CA defined CRL Dist. Point
CRL Distribution Point URI
CRL issuer

TI_ITI—ITTITITITITI‘|TTITI_I—I

Use FreshestCRL extension
Use CA Defined FreshestCRL
extension

FreshestCRL extension URI

o0

Use OCSP No Check [~

Use Authority Information Access [~

Use CA defined OCSP locator I
OCSP Service Locator URI

Add | CAissuer URI

Use Certificate Policies
Certificate Policies Critical

ma



Certificate Policy Id

Add User Notice Text

CPS

Use Qualified Certificate Statement

Qualified Certificate Statement
Critical

Use PKIX QCSyntax-v2
Semantics Id

RA Name

Use ETSI QC Compliance

Use ETSI Secure Signature
Creation Device

Use ETSI transaction value limit

=

-

=

Value Limit Currency I
Value Limit Amount I

Value Limit Exponent

Use ETSI retention period
Retention Period (in years)

Use Custom QC-statement String
Custom QC-statement OID

Custom QC-statement Text

Key usage

Allow Key Usage Override

Use Extended Key Usage
Extended Key Usage Critical

Digital Signature

Non-repudiation
Key encipherment
Data encipherment
Key agreement
Key certificate sign
CRL sign

Encipher only
Decipher only

~

~
-



Extended Key Usage

Use MS Template Value

Microsoft Template Value
(Only the value not the actual
template)

Use CN Postfix

CN Postfix
Text appended after first CN field

Use a Subset of Subject DN
Subset of SubjectDN

Use a Subset of Subject Alt. Name
Subset of Subject Alt. Name

Available bit lengths

Any Extended Key Usage
Server Authentication

Client Authentication

Code Signing

Email Protection

Time Stamping

OCSPSigner

MS Encrypted File System

MS EFS Recovery

Internet Key Exchange for IPsec
SCVP Server Cettificate Validation
SCVP Request Authentication

-

IDomainControIIer vl

-

|
-

EMail, EmailAddress in DN
UID, Unique Id

CN, Common Name
SerialNumber, Serial Number
GivenName, Given Name
Initials

SurName, family name

Title

OU, Organization Unit

O, Organization

L, Location

ST, State or Province:

DC, Domain Component

C, Country (ISO 3166)
Unstructured Address, IP address ﬂ

-

Other Name -
RFC822 Name (email address)

|»

DNS Name

IP Address

X400 Address

DirectoryName, Distinguished Name (DN) ;I

0 Bits

192 Bits
239 Bits
256 Bits

384 Bits



Any CA
AdminCA1
Available CAs

Publishers

TypPe [End Entity =]
Save| Cancel |

Made by PrimeKey Solutions AB, 2002-2008.



3.5 -- Create New End Entity Profile "GSSmartCardLogon"

Fle Edit ‘iew Favorkes Tools Help

1) Go to EJBCA Administration GUI

2) Click “Edit End Entity Profiles”

3) Type "GSSmartCardLogon" in the text box under “Add Profile”. Click “Add”
4) Choose “MSSmartCardLogon” under “Current End Entity Profiles”

J EIBCA Administration - Microsoft Internet Explorer =101x]

1,
e

Qack - ) - ¢ [2) 0o | - Search <7 Favorites @Y Media 4 | L=

Address I@j https:fflocalhost: 8443/ ejbcaladminwebfindes. jsp j Go | Links *

E.TBCA ~Administration

|»

:,,_r:m Edit End Entity Profiles
Wmmﬁms Current End Entity Profiles

Edit Publishers
Edit Certificate Authorities

DomainController
RA Functions [EMPTY
Edit User Data Sources [GSSmariCardLogon
Edit End Entity Profiles

Add End Entity
List/Edit End Entities

Supervision Functions
Approve Actions
View Loy
Loy Configuration
Reports

System Functions
System Configuration
Edit Services o
Edit Administrator Privileges Edit End Entity Profile I Delete Profile |
My Preferences

Public Web Add Profile

| Add

Rename Selected | Use selected as template | LI

]

’_I_E l} Local intranet v

5) Click “Edit End Entity Profile”
6) Set GSSmartCardLogon end entity profile’s parameters
i.  Under “Subject Alternative Name Fields” add “MS UPN, User Principal Name”
ii.  Check the “Required” box under “MS UPN, User Principal Name (Use only the
domain part of the name, without the '@' char)”
iii.  Under “Email Domain (Use only the domain part of the address, without the '@’
char)” uncheck “use”
iv.  Under "Default Certificate Profile" choose "GSSmartCardLogon"
v.  Under "Available Certificate Profiles" choose "GSSmartCardLogon"
vi. Under "Default CA" choose "GS_SCL_CA v1"
vii. Under "Available CAs" choose only "GS_SCL_CA v1"
7) Leave all other setting by default, click “save”
8) The following is the screen capture of the settings




Select for
Removal

-

Remove |

Select for
Removal

-

Remove |

Select for
Removal

Remove |

Edit End Entity Profile

Profile : GSSmartCardLogon

Username

Password

Batch generation (clear text
pwd storage)

Subject DN Fields

CN, Common Name

Subject Alternative Name
Fields

MS UPN, User Principal
Name

(Use only the domain part
of the name, without the '@’
char)

Reverse Subject DN and
Subject Alt Name Checks

Email Domain

(Use only the domain part of
the address, without the '@’
char)

Subject Directory Attribute
Fields

Certificate Validity Start
Time

(e.g. 5/6/08 3:46 PM or
days:hours:minutes)

Certificate Validity End Time

(e.g. 5/6/08 3:46 PM or
days:hours:minutes)

Back to End Entity Profiles

Required ¥ Modifiable ¥

Autogenerated [~ Required ¥

Use [
Default [T Required ™

|EMaiI, EmailAddress in DN ~| Add |

Required ¥/ Modifiable [

|Other Name ~| Add |

Required ¥/ Modifiable

Use [ Required I" Modifiable ™

Date of birth (yyyymmdd) = ﬂl

Use [ Modifiable [~

Use [ Modifiable [~



Add

Delete all |

Default Certificate Profile

Available Certificate Profiles

Default CA

Available CAs

Default Token

Available Tokens

Number of allowed requests

Types:

Administrator
Send Notification
Notification Sender
(Email Address)

Notification Recipient

Notification Events

Notification Subject

GSSmartCardLogon ~|

DomainController
ENDUSER
GSSmartCardLogon

OCSPSIGNER

[GS_SCL_CA V1 =]

AdminCA1

IUser Generated vl

User Generated
P12 file

JKS file
PEM file

Use ™

Default IE

Use [
Default [T Required ™

Use [
Default 7 Required [~

JUSER
STATUSNEW

STATUSFAILED

STATUSINITIALIZED
STATUSINPROCESS
STATUSGENERATED
STATUSREVOKED
STATUSHISTORICAL ~|

Ju—



Notification Message

Printing of user data Use [
Default [T Required ™

Printer Name Bullzip PDF Printer =
Printed Copies l__1 vI

Current Template No Printing template is uploaded.

Upload Template Upload Template |

Savel Cancel |

Made by PrimeKey Solutions AB, 2002-2008.



Eal o

3.6 -- Fetch Domain Controller & Certificate Authority
Certificate

Go to domain controller\desktop\double click on “1. GenerateDCCertRequest.vbs”
A visual confirmation--“Done!” will be shown
Click “OK”

This script produces the following files on desktop
DomainControllerCertRequest-CLEAN2003.req
DomainControllerInfo-CLEAN2003.txt

Add end entity "DomainController-001"

i.  Go to EJBCA Administration GUI

ii. Click “Add End Entity”

iii. Under “End Entity Profile” choose “DomainController”
iv.  User Name= “DomainController-001”

v. Password="“foo123”

vi. Confirm Password="foo123”

vili. CN, Common Name=“DomainController-001”

viii. DNS Name=copy from " DomainControllerInfo-CLEAN2003.txt " at desktop

ix. MS GUID, Globally Unique Identifier= copy from " DomainControllerInfo-
CLEAN2003.txt " at desktop

/R EIBCA Administration - Microsoft Internet Explorer =l
File Edit Wiew Favorites Tools Help | ,’f
QBack - £ - [¥] [2] 2 | ) Search <7 Favorites @ Media &2 v =
Address I@:l https:{flocalhost: 5443 ejbeafadminweb) j Go | Links **
- - -
EJBCA Administration
PKI

ome Add End Entity =l

CA Functions . . - .

Basic Functions End Entity Proﬁlel DomainController vl Required

W UsernameIDDmainControIIer—Dm =

Edit Certificate Authorities Password I...... I3

RA Functions Confirm Password|uuu

Edit User Data Sources A R

Edit End Entity Profiles SubjecibHlkields

Add End Entity CHN, Common NameIDDmainControIIer—Dm =

List/Edit End Entities Subject Alternative Name Fields

Supervision Functions DNS NamelcleanQDDS testing. company.cn -

o aee Actions MS GUID, Globally Unique Idsntifier|5210ac 156515244 20bce7a0035 443465 ]

Log Configuration

Reports Cerificate ProﬁlelDomainControIIer A I3
System Functions CAIGSfSCLﬁCAﬁN 'l 3

System Configuration
Edit Services Tokenl User Generated 'l = -
Edit Administrator Privileges Add End Entity | Reset |
My Preferences
Public Weh hd
Kl I o
5] ’_ ’_ ré_ . } Local intranet 4

x. Leave all other setting by default, click “Add End Entity”




Add a "GS SmartCardLogon" end entity

i.  Go to EJBCA Administration GUI

ii. Click “Add End Entity”

iii. Under “End Entity Profile” choose “GS SmartCardLogon”

iv.  User Name= “AdministratorGSSCL-001

v.  Password="“foo123”

vi. Confirm Password="“fo0123”

vii. CN, Common Name= “AdministratorGSSCL-001"

viii. MS UPN, User Principal Name="Administrator(@ testing.company.cn” (the field in
front of “@?” is the user name which supposed to logon to workstation later, in this case

it is “Administrator”)

3 EIBCA Administration - Microsoft Internet Explorer =10 x|

File Edit ‘ew Favorites Tools Help | ,','

@Bk - &) - [x] [2) . | - search 7 Favotites @ Media 42 ‘ - =

Address Iﬁj https:{flocalhost: 844 3fejboafadminweb findesx. jsp j Ga ‘ Links **

EJBCA Administration

Home H
Add End Entity
CA Functions
Basic Functions . )
Edit Certificate Profiles End Entity Prof|le|GSSmanCardLugun v[ Required
Edit Publishers - N
Edit Certificate futhorities Username|Adm|mstratorGSSCL 001 3
RA Functions Passwordluuu 2l
Edit User Data Sources
Edit End Entity Profiles Confirm F'asswurdl----“
Add End Entil A A
List/Edit End Entities SubjectDHIEields
ChN, Comrnon NameIAdmlmstratorGSSCL—DU‘\ ~
Supervision Functions Subject Alternative Name
Approve Actions Fields
View Log
Log Configuration MS UPN, User primipmlAdmimstratnr @ B
Reports Nameltestmg.company.crﬂ
System Functions
System Configuration Cedificate PruﬁleIGSSmanCardLUgUn 'I =
Edit Services
Edit Administrator Privileges CAIGS_SCL_CA_\M hd 4
My Preferences
Preferences TokenIUser Generated * =

Public Weh Add End Entity I Reset |

A for”

|&] Done [ [B & Local intranet

ix. Leave all other setting by default, click “Add End Entity”




Fetch DC certificate

i.  Go to EJBCA's Public Web Pages

ii. Click “Create Server Certificate”

iii. Enter username "DomainController-001"

iv. Enter password "foo123"

v.  Rename the "DomainControllerCertRequest-CLEAN2003.req", which is at desktop, to
"DomainControllerCertRequest-CLEAN2003.txt"

vi. Open the "DomainControllerCertRequest-CLEAN2003.txt"

[ pomainControllerCertRequest-CLEAN2003.Ext - Notepad 101 =l
File Edit Farmat Wiew Help
————— BEGIM MEW CERTIFICATE REQUEST-—-—-- ;I

MT T DYDCCAS kCAQAWADC BNZANEgK ghk 1GOwOBAQEFAADE ] QawgY kCgYEANZOWE xxh
0z L+v+wy HG7M7LLPFP/F fdwkBulSvmhLIGopyBwhr J1y+qod FwRTZKICKd CdzZmF
WA THS VAR LAYt HOoShoQUxr px2 SBUREYFD x0T gQRHFEEZ Ay AxVvZKr PQETmdUE, SN
MwasBﬁaD+be18jo+ejiSmjAWTUmewtovSCAWEAAaCCAﬁ4ngYKKwVBBAGCNwOC
AZEMFngLjIuMZCSMC4yMFQGCSSGAQQBgECVFDFHMEUCAQEMHGNSZWFquAWMySO
ZxMOawsnLmivbxBhbnk Uy 24MFVRFULRITR doowRT aWSpo3 Ry @Ry cgwl v 2vydHI
<551 eGUwgakGCSqGSIhEDOEID]GEMZCBMDANBONVHOS EF gollegSlaaaanlchfcrT
ah/mif+4 KWSWDVRORAQH,/BEEWPAIIchx'IYWAIEMDAanR'Ic3prmch29thFu
es5jbhgafBgkr BgEEAY I 3GOGOEQOQUhC s FeuvLUKhZnUACESSaDAdBgNYHSUEF ] AL
BOQr BQEFBQCDACY T KwY BEQUHAWI wlwY DWROPBAQDADWOMIHYEQOr BUEEAYIIDQIC
MY HUMI HE AQEEH 1 0ATOERAGMAC BV AHMALDWEMAHOAT ABS AFMADCACAFMASWEOASEA
boBuAGLARAADAEMACDE S AHAADARY AGCACOEhAHAAA ABPAGMAT ABQAHT AbwE2 AGK A
ZABTAHIDOYkK

apanBgk ghk 1G9w0BAQUFAAOEQOASY+E W] I200R 0W] TMohRxOF FyEeKI VLI ZvwyF
Ul Zogmac+I4 dfKHY W5 B4 B1KO9LcIgov BRNgNLht SEe+xTFEOMPhludAap+uloxrh
CEBShK7RPAIOVC /rsAHASUTORT eTeB+gLk HA4L SxMP3QvAS Uk ty0onLxvoc+TRIKH
UAf7LA==

] 2

vii. copy the content and paste it to text area in certificate creation web page
viii. Under “Result Type” Choose “PKCS7”

<2 EIBCA Certification Authority - Microsoft Internet Explorer -3 x|
File Edit “iew Favorites Tools Help ‘ ,',*

Qback ~ ) - ¥ A ¢ | - Search <7 Favorites o Media & | N E
Address [ &) http: flocalhost:ana0/=fhesfenralfserver jsn B | Links

R -

o Clasiia BrsyEes Canitmia Enroll For Server Certificate
» Create Server Certificate
o Create Keystore Please give your username and password, paste the PEM-formated PECS10 certification request inte
the field below and click 0K to fetch your certificate.

Hewere . _—

o Foteh CA & OCSP Cartificates {3{?Eg;ic:"rz;iitﬁ%gﬁiu:}:sotuéssi}%‘isiE64 ancoded PECE10 request starting with

e Fetch CA CELs and ending with

o Fetch User's Latest Certificats

Miseellaneous —Enrall

o List User's Certificates -
Usernarme IDomamContruIIw

s Check Certificate Status

o Administration Bassword |f00123

EXNOaWsSnLmlvhEEhbnku¥Z 4MFVRFT1RI Thkde QWRCalSpe3 Ry YERveguL YEVydHT 1 ;I
o535 leGUwgakGCigqGa I3 DQEID ] GEmECEBnD AABgNVHQAEF gQUey s 1GGGAN1GOECRT
eh/mif+3dKuw3u¥DVRORAQH BEEwP4IcY2x 1V TdyHDAzLnR1e3 RpbmcuYZ 3t cGFu
£35jbgAfBykr BgEELY I3 GOGgEGQOThCSF el LKL znTAOEQ6aT LABGHVHSTEF j A1
BggrEgEFBQeDAQY IEwYEBQUHATIWC wYDVROPEAQDAGWGHIHO Bgor BEgEEAY I3 DOIC
NYHuUMIHr AgEEH1oATOEp AGNAcyBv AHMAL wEmAHOATABS AFMACO Ly AF MACWEO AGER
bgBulGUAn AAgARMACGES AHAAQLBvAGe AegEhAHA AR ARp AGIMATABQAHT AbwEE AGKA
ZABLAHIDGYKAAAAALAARAAAAARAARADAADAADADDALAAAAAAARAARARRARAADALD
AAAAAR AR AR A A AR DDA AR AR AR AR DA AR AR A RARRRLAARR
AAAAAADAR AR AR AR AR R AN AR R ARRARAARARNAAD
ADANEgkaqhkiGowOEAQUF AAOBYQASV+6 LW IZoQROWL INohRX 0LV vEeKIVTLIZVVYE
oully Zowas+I4dfKHYWESABi K09 Le gty BENgN1ht SEe+xfEOMPhi1Udip+ulgXTh
cESGhETRPAISVe/ rsAHASUToORfeTeB+gLkH415XMP3 QT A3 ukt yOOnL Evee+E K3 kH
U4f7LA==

Result type |F'KCS? -]
OKl

<]




ix. Click “OK”
x. A page of code will be generated, starting by “-----BEGIN PKCS7-----“ and ending by

=10I|

File Edit Wew Favorites Tools Help | ;r'

QBack - &) - [¢] 2] . | ) Search <7 Favorites % Media 2 | - B

Address I@ http:/flocalhost: 8050/ ejbcafcertreq j Go ‘Llnks &
N

HIAGCSgGE I3 DQEHAqCANIACAQEX Cz AJEg Uy DgNCGOUANIAGCSqGS Ih3DQEHAACL
JIAEBUVEQKNBAAAAARA O TAwgoITMMIICt e AD AGEC AV vhngZ e3vTANEBgkahkiG
SwOELQUF ADAZ MRUwE wYDVWOODD AxHUyB TOO0wgQOEgdjExED AOBgNVE Ao MEONvh XEh
hnkxCzAJBgNVEAYTARNOMEA XD TA4MDUWN I Iz MDAvH1oZDTEWHD UwN Iz MDAYH Low
HzEdMEsGALUE AwwTRGIC YT uQz SudHIvhGx 1o i0wHDEvg 28wl Q¥ JKo Z ThvelAQEE
BOADGYOAMIGIAOGEATEG LhMVETs4y/ 1£ ImBxuz09dTx T/ xf3cCobt fhSoSyBgKev
FoaydWPqqOOBEUZS i XCuln Zhb+Ex+VEay/ 2 LR4HP YREF Matcduf LnhGEOSTr3 61
hregdvSguMViSgz4ERENVALxp eNGr et/ 10/ 22 ITzvni YuZowlE 1E zMML TP Ly ME
BAGIggF4MIIBAD AfBgkr BgEEAYI3FAIEERTORGOC TN luQ2 SudHIvh Gx 1o j AAB ol
HO4EFgQUIzkrs230GM/ A+eehpfw? ZDaudwwD AYDVROTAOH/ BAIwAD AL BoNVHSHE
GDAWGESLGEIVS4WWCATh 1IR3 ZerI81xTCEiQYDVROLE IGEMHSwLaE7oHGAz h
dHAGLYY b GVhb ] IwHDMudGV zdGluyS Jhe 1w ¥ TS SLreNu0 jgwoD AvZWpi Y2 Ewve HV i
bG1id2Vil3dl TmRped w2 VydGRped Qf T2 1IkPWNyhC Zpe 31 EXI9Q049R1 My TONY
IENEIHYxLES9029tcGFueSxDPUNOMA4GL1 TdDWEE/ wQE AwIFoD AAEGNVHSUEF j AT
BggrEgEFEQeDAQY IKWYEEQUHAWIwS AYDVROREEEWP4 Ic¥ZX 1¥WAyHDAZLnRICIRp
brcuf29teGFuesS S jhghf BgRkr BEgQEEAY I3 GQGOEgQOUThCaFe UVLUEL 2nTAOEQ6aD AN
BokghkiGowlBAQUF LAOBgOlvRFENTEYILOK1Spmo NP MOH g 6ceSe4 1F TvnRIPTE
LuMfEhD11eYr 645EXRpStdiPpeA4pE7VAYZPScN1XpviDe A7 USqUrh 2y yWF IZLEAQ
evoCEgav vk 3TTqoJE S Jurc2vinI9ETeES eLLNXtgh YnlPPLEmQDVOIpwI TS LEgR
LDCCARwwyG1oAMCAQICCGvh/ isSWpHINAOGCSqGS Ih3 DOEBEQUAND TRF TATE NV
BAMMDEATIFND TCEDOSEZMNTEQMA4GAIUECgwHOZ 9 toGFue TELMAKGALIUEEhNC OO 4w
HheMMDguNTAZMTRINzQz WheNH TgwN TAON TN ZzQ T AZ MRUWEWYDVQODDAXHUYET
QUuyQUEdIEXED ACBGNVELONEONVhEZEhbnkx Cz AJEgNVEAY TAKNON IGEMADGC S
SIb3DQEBAQUAAGGNADCEiOKBgOCdETEYS0+0YHOLHBPia2 r £CwUpECThiOQzuvwl
AyVE3CgAVNFZraklGe3Z0EuhyvvTenQD 18004 AN Ifuaa jg3xdRbsFIVAVCexDka
NbEZhEYWOZSyTIDVEpNelBgLzk7zIE7453Z1vipKl13rIOSyWSsxvEeSNuGTEnQaEuy
5Ti00QIDAQABOZ MY TAQBYNVHO4E FgQUixmbh 7OF lgg02 SWCIBE29nKE 1/ NeUvDuTD
VROTAQH/ BAUwAWEE/ zAf BgNVHSNEGD AVGBSLGEvs4WWC AT 1UIKHNI 2 crXB1x TAD
BolVHOSEALSERAMC LAY Tw DY IKo Z ThweHAQEFEQADGYEAWN1gI751sRZI1Jki 2Ty
¥FhimilEESL491I9 1oJRpRuACRRI 93 HECgNKSAZSEZR3I SueliuifashiCaoIuzPy
NRIMEf60UETvweNdf6ricSDh7visSealVN2 £d1+0fShE4 702 Hy 630 MUK IVPFva,/ D
QWOFNYZ2 125dyAkh+RETnSx MALDGC ATc wygFD AgEBNE Twll JEVMEMGA 1 TUE AvwwlR 1 Mg
UONMIEMEIHYxMRAwDgYDVOOEDAADDLZ 1wTWSSNOswC QY DVOQGEWIDTY I Ia+H+ExJa
keguCQYFEwaDAhoF AKBANByGCSgGS Ih3DQEJ AZELEgkghki GO wOBBWEvHAYIKOZT
b MAQREF MO ED TAAMD U] IzNTAYNlowIn VI Ko Z ThveNACKEMRYEF GigpHyut+g ¥V
DDL/CbHCIRI AIHCEMADGCSqGS Th3 DOEBAQUABIGATA+AGaml iP b RpMuzkykxClU
*aJtHT90H/ pe0dE4ncySL 1SS 0NZ/ VE61 Jh6 HIgHKSELOLKEVE 155 Kosue3 0]
ERCcmO0pRGPGERS9aPExNIN®4ieihkS InR7hD AVHD S 1KGF 6V SkEf eDukEQ/ wi3r VI pu—
VsBn2 JtIvAeSqAThSEALLALARA=

————— END PECE7----- j

xi. Copy it to a blank text file, save it, then rename the text file to “DomainControllerCert-
CLEAN2003.p7b
xii. Ignore the warning message

E If wou change a file name extension, the file may become unusable,

Are you sure vou want ko change it?

xiii. Click “Yes”

Become =>

DomainControll
erCert-CLEAM
2003,p7h




8.  Fetch CA certificate
i.  Go to EJBCA's Public Web Pages
ii.  Click “Fetch CA & OCSP Certificates”

) EIBCA Certificate /CRL Retrieval - Microsoft Internet Explorer i ] 4

File Edit Yiew Favaorites Tools Help | -:,'

OBack > |ﬂ @ :‘J | ):] Search :“' Favorites A" Media {‘1| (= i =

Address I@ http:fflocalhost:a0a0)eibea,retrieve/ca_certs, jsp j = = | Links >
» Create Browser Certificate EJBCA Fetch CA Certificate 2

+ Create Servar Certificate

» Create Keystore

Retrieve .
'+ Fetch CA & OCSP Certificates CA: AdminCA1

s Fetch C4 CRLs

+ Fetch User's Latest Certificate In PEM format:

Miscellaneous CH=AdminCé1 O=EJBCA Sampls,C=5E, OCS5PResponder certificate

s List User's Certificates

s Check Certificate Status For Metscape/Mozille:
» Administration CH=AdminCas1 O=EJRCA Sample,C=5E OCSPRespondar certificate

For Internet Explorer:

CH=AdminCA1 O=EJBCA Sample,C=5E, OCSPResponder certificate

CA: GS5_SCL_CA_v1
OpeEn

{0 PEM format: Open in few window
"""""""""""""""""""""""" Save Target As... Trmmmmmmmmeme

CH=GEECL CA v1,0=Company,C=CI  Print Target eate

Uk
For NetscapefMozilla: Copy
CN=GS SCL CA v1,0=Company C=CN ?pt‘*’ S ate

Paste

Add to Eavarites...

For Internet Explorer!

oGS 80 A v LD aCompany =0y, Froperties cate

iii. Under “CA: GS_SCL_CA_vl1\For internet Explorer”, right click “CN=GS SCL CA
v1,0=Company,C=CN”\Save Target As...
iv. Save the certificate as “GS SCL CA vl.cer” on desktop



Install and publish certificate on each Domain Controller

i.  Double click the“2. InstallDomainControllerCert.vbs” on edesktop
ii. Click “OK”

iii.  Select “DomainControllerCert-CLEAN2003.p7b” and click“Open”.
iv. Click “OK”

¥iew Certificate Store ed

Seleck Certificate

Issued to

1| | Ll
(o] 4 I Cancel | Wigw Certificate |

10.

v.  Click “OK”
vi. A file “2. InstallDomainControllerCert.log” will be generated at desktop

Import the CA certificate to "Enterprise NTAuth store"

i.  Double click the “3. ImportCACertToNTAuthStore.vbs” on desktop
ii. Click “OK”

iii. Select “GS SCL CA vl.cer” and click“Open”

iv. Click “OK”

v.  Click “OK”
¥iew Certificate Store 2=

Select Certificate

| | Nl

QK I Cancel Views Certificate |




4 -- Logon to Workstation



Initial workstation properties:

Workstation OS: Windows XP Professional SP2
Computer name: cleanxp

IP address: 172.168.10.11

Subnet mask: 255.255.0.0

Preferred DNS server: 172.168.10.10
Workgroup: WORKGROUP

System Properties

Internet Protocol (TCPSIP) Properties

Syztem Restore Automatic Updates Remote
General | General | Computer Name Hardware Advanced
You can get |P seftings assigned automatically if your netwaork supparts - Windows uzes the following information bo identify your computer
thiz capability. Otherwise, you need to ask pour network. administrator for ot the ratwark.

the appropriate [P settings.

Computer description; ||

Obtai IP add tomaticall ]
BTl ekl e ol Faor exarmple: "'Fitchen Computer' or “Mary's

(%) Use the following |P address: Computer"',
IF address: [ 172.168. 10 . 11 | Full computer name: cleansp.
Subnet mask: (255 255 0 . 0 | hae it Lt

Default gateway: | - - - | To uze the Metwork |dentification Wwizard to join a S
daomain ahd create a lozal uzer account, click Metwork,

(@) Use the following DNS server addresses: Ta renarme thiz computer or join a domain, click Change.

Preferred DNS server | 172.168. 10 . 10 |

Alternate DMS zerver | . . . |

[ 0K H Cancel ]

I 0K l [ Cancel

1. Add client into domain “testing.company.cn”

Computer Mame Changes

i.  Right click “My Computer”\Computer Name\Change...

rou can change the name and the membership of this
computer, Changes may affect access to network resources.

Computer narme:

cleansp |

Full computer name:

clearnsp.
tember of
(%) Damair:

| testing. compatny. ch |

) wiorkgroup:

QK. H Cancel ]




ii.  Select “Domain:”\input “testing.company.cn”
iii. Click “OK”

Computer Name Changes

Enter the name and passwaord af an account wikh permission
ko join the domain.

User name: | € administrator hd |

Password: | LA L L L L L |

[ Ok _H Cancel ]

iv. Input “administrator” as “User name:”
v.  Input the server’s password as “Password”
vi. Click “OK” 4 times

System Settings Change '

€ ,  ‘oumust restart your computer before the new settings will take effect.
e B 'J

Do wou wank ko reskark your computer now?

[ es ] [ Mo

vii. Click “Yes” to restart workstation



1.

4.1 -- Add CA Certificate to Domain Security Policy

At Domain Controller, Start\Administrative Tools\Domain Security Policy\Public Key

Policies\right click “Trusted Root Certification Authorities”

'iti Default Domain Security Settings

File  Action YWiew Help

=101 |

= B e EFRE @

@ Security Settings
-2 Account Policies
- zg] Local Policies
- Event Log
.8 Restricked Groups
{Z8 system Services
28 Reqgistry
128 File System
‘f wirelass Metwork, (IEEE 802,117 Policies
E|D Public Kew Policies
- [Z Encrypting File System
D Autoratic Certificate Request Settings

Issued To /

There are noitems to show in this

iE,

PSR} Trusted Ro Tt .
P Enterprise Trusk _—
-] Software Restriction Policies All Tasks 3
[+-+ 8 IP Security Policies on Active Directory
g Y Wi 3
Refresh
Export List...
Properties
Help
|Trusted Root Certification Authorities store comomerrocoromerre—

® NSk

Choose “Import...”

Click “Next”
Browse to the “GS SCL CA vl1.cer”
Click “Open”
Click “Next” 2 times
Click Finish —
iti Default Domain Security Settings
Click “OK”

Eile  Ackion  Wiew Help

=10f x|

e B@EeEFRE @

@ Security Settings

F-Ze Account Policies
Local Palicies
Event Log

(& Restricked Groups
(8 system Jervices

2@ File System

(L Public key Policies
[ Encrypting File System

[Z7 Enterprise Trusk

D Automatic Certificate Request Settings
ion Authorities

([ Software Restriction Policies
@ IP Security Policies on Ackive Directory (testing.company.cn)

"r' ‘Wireless Netwark (IEEE 502, 11) Policies

Issued To 7

ElasscLcawl

Trusted Rook Certification Authorities skore contains 1 certiFicate.|




1.
2.
3.

4.

4.2 -- Install Certificate on Workstation

Logon workstation to domain “testing” using administrator account

Start\run...\
Input\ gpupdate /force (note that there is a space between “e”” and *“/”)

Tywpe the name of a program, folder, document, ar
e Internet resource, and windows will open it for you,

Qpen: | gpupdate [force| » |

[ Ok H Cancel H Browse, .. ]

Click “OK”



4.3 -- Install GemSAFE Toolbox on Workstation

1. Run GemSAFE toolbox on Workstation

Choose Setup Language

@ Select the language for thiz installation from the choices below.

[English [Unite v |

[ 0. ] [ Cancel ]

2. Click “OK”
i GemSafe Standard Edition 5.0 Administrator - InstallShield Wizard fz|

WwWelcome to the InstallShield Wizard for
GemSafe Standard Edition 5.0 Administrator

The Installshieldi{R) Wizard will install Gem3afe Standard Edition
5.0 Adminiskrator on vour computer, To continue, click MNext,

WBRMIMG: This program is protected by copyright law and
international treaties,

& GEMPLUS

Mext = ] [ Cancel

3. Click “Next>”



6.

i GemSafe Standard Edition 5.0 Administrator - InstallShield Wizard E'

License Agreement

Please read the Following license agreement carefully,

END USER LICENSE AGREEMENT w

MP ORTANT-READ CAREFULLY: This End-UserLicense A greement for

Gemplus software (“ETLA™) iz alegal and binding agreement hetween you

atud the subzidiaty or affiliate of Gemplus International 3.4 that distributed

thiz wersion of the Software (as defined below’) under this EULA “Gemplus™).

“You™ are a persoty of legal entity wishing to use the Software. This EULA

governs your use of all of the Software distributed or delivered hereunder.

“Boftware”™ means all computer software, associated media, any printed

thaterials atud any accompatying “ordite”™ or electrondc information provided

to you hereunder. By downloading, installing copying, hreaking any seal o, b’

(%11 accept the terms in the license agreement

{1 do nok accept the terms in the license agreement

< Back ” Mext = ] [ Cancel

Choose “T accept the terms in the license agreement”
Click “Next>"

i GemSafe Standard Edition 5.0 Administrator - InstallShield Wizard rz|

Destination Folder

Click Mext toinstall ko this Folder, or click Change toinstall ko a different Folg

G Install Gem3afe Standard Edition 5.0 Administrator bo:

C:\Program Files\GemplusiGemnsafe Libraries),

< Back ” Mext = ] [ Cancel

Click “Next>"



8.

i'.z!;l GemSafe Standard Edition 5.0 Administrator - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change anw of vour installation settings, click Back. Click Cancel ko
exit the wizard,

&3

< Back ” Install ] [ Cancel

Click “Install”

i'..z!:1 GemSafe Standard Edition 5.0 Administrator - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed GemSafe
Standard Edition 5,0 Adminiskratar, Click Finish ko exit the
wizard,

& GEMPLUS

3

Click “Finish:



4.4 -- Enroll Certificate to GemSAFE Smartcard

1.  On work station, open Internet Explorer
2.  Go to EJBCA's Public Web Pages, http://testing.company.cn:8080/ejbca/
3. plug in GemSAFE token
4.  Click “Create Browser Certificate”
5. “Username:”= AdministratorGSSCL-001
6. “Password:"=foo123
7. Click “OK”
8. Another webpage will be shown
9.  Under “Options”, choose “Provider” as “Gemplus GemSAFE Card CSP ”
— Options
Prowvider:
Gemplus GemSAFE Card C5P v

key size: | 1024 w
Certificate profile: |GSSmartCardLngnn w
&dd to enhanced el []

card:

10. Click “OK”

11. A potential script violation warning may be shown, Click “Yes”
Smart Card

Pleaze Enter pour FIM Code

Cancel

12. Enter smart card’s PIN
13. Click “OK”
14. A potential script violation warning may be shown, Click “Yes”

YBScript: Certificate Management rz|

& new certificate has been installed

15. Click “OK”



http://testing.company.cn:8080/ejbca/

4.5 -- Use Smart Card to Logon Workstation

Restart the server

Start JBoss service

Restart the client

When the workstation is started and the following screen is shown, plug in the token, which

e

contains the certificate for workstation logon.

Welcome to Windows

Copyright € 1985-2001
Microsoft Corporation

@ Press Ctrl-Alt-Delete to begin,

Requiring this key combination at startup helps keep vour
computer secure, For more information, click Help, s

Copyrig 985-2001
Microsoft Corporation

PIN; | |

[JLog on using dial-up connection

L [s]4 J [ Cancel ] [Shut Down...] [Options =4 ]

6. Enter the token’s pin number and click “OK”
7. You will be logged on to the workstation under administrator account



5 -- Logon Workstation Using another Account



If you want to logon to other user account, you must know your account username, which is stored

under domain controller’s database

5.1 -- Create a New User Account

1. Go to domain controller\Start\Administrative Tools\Active Directory Users and Computers

2. Click to expand the node “testing.company.cn”\right click “Users”\New\User

-.‘.'_-; Active Directory Users and Computers

@ File Action View Window Help

=10l x|

JST-TES

&= BEl B XFNB| @

Rifhav& o

@ Active Directory Users and Computer: | Users 18 objects

[#-(] Saved Queries Hame [ Type

I Description

E"@ testing.company.cn €7 Administrator User
ﬁCert Publishers  Security Group ...

-] Builkin
- Compukers
a F ﬁDnsF\dmins Security Group .,
ﬁDnsUpdatePr... Security Group ..,

€] Domain Controllers

D Foreign3ecurityPrincipals
Domain Admins — Security Grodp ..
Darnain Cornp...  Secority Group ...

B

elegate Contral,..

Find... Darnain Conkr,,.  Secority Group ...
Mew Cornpuker Group ...
All Tasks 3 Contact Group ...
Wiew 3 Graup gZED
- : InetOrgPerson o
Mew YWindow From Here MSHC) Cuewie Alas
Refresh Prinker Group ...
Export Lisk.., User Group ...
Shared Folder Group ...
Froperties T T
Help ETelnetCIients Security Group .,
— Terminal Serv,.. Security Group ...

0 Bl

Built-in account far admini. ..

Members of this group are...

DMNS Administrators Group

DNS clients wha are permi. ..
Designated administrataors, ..
Al workskations and serve..,
Al dornain controllers in th...

Al domain guests
All domain users

Designated administrators, ..
Members in this group can...

Builk-in account for guest ..,

Group for the Help and Su...

Servers in this group can ...

Designated administrators., ..
This is a vendor's account ..,

Members of this group ha..,
List of Terminal Server co...

|Creates a new object in this conkainer,

3. Input “First name” as “new”
4. Input “last name” as “user”
5. Input “User logon name” as “newuser”

Mew Object - User

ﬁ Create i testing.company.ch/Users

First narne: Inew Initials: I
Lazt hame: Iuser
Full hame: Inew LzEr

User logon name:

I"'IEWUSET' I {@itesting. company.ch j
Uzer logon name [pre-windows 2000}
Inewuser

ITESTING\

< Back I Mext > I Cancel




6. Click “Next>"
7. Input both “Password” and “Confirm password” as “foo123@”

8.  Check “Password never expires”

Mew Object - User

g Create in:  testing.company.cnd sers

Pazzword: I-" e

Confirm passwaord: In-- .

[T User must change password at nest logon
[T Usger cannot change pazsward
W Paszsword never expires

[T Accourt is dizabled

< Back I Mest » I Cancel

9. Click “Next>”
10. Click “Finish”



5.2 -- Add End Entity for New User

Go to EJBCA Administration GUI

Click “Add End Entity”

Under “End Entity Profile” choose “GS SmartCardLogon”
User Name= “newuser

Password=“foo123”

Confirm Password="“fo0123”

CN, Common Name= “newuser”

® NSk =

MS UPN, User Principal Name="newuser@ testing.company.cn”

End Entity Profile| GSSmarntCardLogon |

USEI’HEIFI"IEIHEWLISEI’

Passwnrdluuu

Confirm F'asswnrdluuu

Subject DN Fields

CM, Common Namelnewuser

Subject Alternative Hame
Fields

WS UPK, User Principal|ﬂEWUSEf =

Nameltesting.cnmpany.cn

Certificate PruﬁlelGSSmanCardLngunj
CA|GS_SCL_CA vl 7|
TnkenlUser Generatedj
Add End Entity | Reset |

9.  Leave all other setting by default, click “Add End Entity”



1.

2.

— Authentication

5.3 -- Enroll New User’s Certificate to Token

Go to workstation\open internet explorer\go to EJBCA public GUI\Create Browser
Certificate\
Input “User Name” as “newuser”, “Password” as “foo123”

Uzername: |newuser

Password: | geeses

3.
4.
5.
6.

10.
I1.
12.
13.
14.

Click “OK”

Another webpage will be shown

plug in GemSAFE token

Under “Options”, choose “Provider” as “Gemplus GemSAFE Card CSP ”

— Options

Prowvider:
Gemplus GemSAFE Card C5P v
Key size: | 1024 w
Certificate profile: | GSSmartCardLogon
&dd to enhanced el []

card:

Click “OK”

A potential script violation warning may be shown, Click “Yes”

Enter smart card’s PIN

Click “OK”

A potential script violation warning may be shown, Click “Yes”

Click “OK”

Log off workstation (no need to restart workstation and server)

Now you can logon the “newuser” account using the token with new enrolled certificate
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