EJBCA with GemSAFE Toolbox Part3
SSL



Introduction

This document is a continuation form 2 documents namely “EJBCA with GemSAFE Toolbox
Part1 workstation logon” and “EJBCA with GemSAFE Toolbox Part2 sign and encrypt email”.
This is the last document in the series.

The way to request SSL server certificate from EJBCA was described in sequential manner. But
most of the EJBCA setting and configuration were described in the previous documents.
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-- Create SSL Certificate Profile

Go to EJBCA Administration GUI

Click “Edit Certificate Profiles”

Type "SSL" in the text box under “Add Profile”. Click “Add”
Choose “SSL” under “Current Certificate Profiles”

Edit Certificate Profiles

Current Certificate Profiles

DornainContraller
ENDUSER (FIRED)
Email
GSSmantCardLogan
OCSPESIGHER (FIXED)

ROOTCA iFI}(EDi

SUBCA (FIXED)
Edit Certificate Profile | Delete Certificate Profile
Add Profile
| Add
Rename Selected Use selected as template

Click “Edit Certificate Profiles”

Set SSL certificate’s profile’s parameters

a) Under key usage, select “Key agreement”

b) Under available CAs, Select only “GS_SCL_CA v1”
leave all other setting by default and click “Save”

The following is the screen capture of the settings



Edit Certificate Profile
Certificate Profile : SSL

Back to Certificate Profiles

Validity (Days) IT

Allow validity override
Allow extension override

Use Basic Constraints
Basic Constraints Critical

Use Path Length Constraint
Path Length Constraint

Use Key Usage
Key Usage Critical

Use Subject Key ID
Use Authority Key Id

Use Subject Alternative Name
Subject Alternate Name Critical

Use Subject Directory Attributes
Use CRL Distribution Point

CRL Distribution Point Critical
Use CA defined CRL Dist. Point

-I_I_I—ITTITITITITI‘|TTITI_I—I

CRL Distribution Point URI
CRL issuer

Use FreshestCRL extension
Use CA Defined FreshestCRL
extension

o0

FreshestCRL extension URI
Use OCSP No Check [~

Use Authority Information Access [~

Use CA defined OCSP locator I

OCSP Service Locator URI

Add | CAissuer URI

Use Certificate Policies
Certificate Policies Critical

ma



Certificate Policy Id

Add User Notice Text

CPS I

Use Qualified Certificate Statement

=

Qualified Certificate Statement [~
Critical

Use PKIX QCSyntax-v2 [~

Semantics Id I

RA Name I

Use ETSI QC Compliance [~

Use ETSI Secure Signature [~
Creation Device

Use ETSI transaction value limit =

Value Limit Currency I
Value Limit Amount I
Value Limit Exponent |

Use ETSI retention period [~

Retention Period (in years) I

Use Custom QC-statement String [~

Custom QC-statement OID I
Custom QC-statement Text I—

Digital Signature
Non-repudiation
Key encipherment
Data encipherment
Key agreement
Key certificate sign
CRL sign

Encipher only
Decipher only

Key usage

Allow Key Usage Override [v|

Use Extended Key Usage [
Extended Key Usage Critical [~



Extended Key Usage

Any Extended Key Usage
Server Authentication

Client Authentication

Code Signing

Email Protection

Time Stamping

MS Smart Card Logon
OCSPSigner

MS Encrypted File System

MS EFS Recovery

Internet Key Exchange for IPsec
SCVP Server Certificate Validation
SCVP Request Authentication

Use MS Template Value [

Microsoft Template Value

(Only the value not the actual IDomainController vl

template)

Use CN Postfix [~

CN Postfix
Text appended after first CN field

Use a Subset of Subject DN [

Subset of SubjectDN

Use a Subset of Subject Alt. Name
Subset of Subject Alt. Name

Available bit lengths 239 Bits

EMail, EmailAddress in DN
UID, Unique Id

CN, Common Name
SerialNumber, Serial Number
GivenName, Given Name
Initials

SurName, family name

Title

OU, Organization Unit

O, Organization

L, Location

ST, State or Province:

DC, Domain Component

C, Country (ISO 3166)
Unstructured Address, IP address |

-

|»

Other Name -
RFC822 Name (email address)
DNS Name

IP Address

X400 Address

DirectoryName, Distinguished Name (DN) ;I

0 Bits
192 Bits

256 Bits

384 Bits



Any CA
AdminCA1
Available CAs

Publishers

TypPe [End Entity =]
Save| Cancel |

Made by PrimeKey Solutions AB, 2002-2008.



2 --Create SSL End Entity profile

Eal o

Go to EJBCA Administration GUI

Click “Edit End Entity Profiles”

Type "SSL" in the text box under “Add Profile”. Click “Add”
Choose “SSL” under “Current End Entity Profiles”

Edit End Entity Profiles

Current End Entity Profiles

Ernail

DomainContraller
EMPTY

GSSmanCardLoion

| Edit End Entity Profile | Delete Profie |

Add Profile

Add

Rename Selected | lUse selected as template

5.  Click “Edit Certificate Profile”
6. Set SSL certificate’s profile’s parameters

a)

b)
¢)
d)
e)

Under “Email Domain (Use only the domain part of the address, without the '@’ char)”
uncheck “Use”

Under “Default Certificate Profile” choose “SSL”

Under “Available Certificate Profile” choose “SSL”

Under “Default CA” choose “GS_SCL_CA v1”

Under “Available CAs” choose only “GS_SCL_CA v1”

leave all other setting by default and click “Save”

The following is the screen capture of the settings



Select for
Removal

-

Remove |

Select for
Removal

Remove |

Select for
Removal

Remove |

Edit End Entity Profile

Profile : SSL

Username

Password

Batch generation (clear text
pwd storage)

Subject DN Fields

CN, Common Name

Subject Alternative Name
Fields

Reverse Subject DN and
Subject Alt Name Checks

Email Domain

(Use only the domain part of
the address, without the '@’
char)

Subject Directory Attribute
Fields

Certificate Validity Start
Time

(e.g. 5/13/08 2:24 AM or
days:hours:minutes)

Certificate Validity End Time

(e.g. 5/13/08 2:24 AM or
days:hours:minutes)

Default Certificate Profile

Back to End Entity Profiles

Required ¥ Modifiable ¥

Autogenerated [~ Required ¥

Use [
Default [T Required ™

|EMaiI, EmailAddress in DN ~| Add |

Required ¥/ Modifiable [

|Other Name ~| Add |

Use [ Required " Modifiable I

|Date of birth (yyyymmdd) | ﬂ'

Use [ Modifiable [~

Use [ Modifiable [~

[ssL =




|

Delete all |

Available Certificate Profiles

Default CA

Available CAs

Default Token

Available Tokens

Number of allowed requests

Types:

Administrator

Send Notification

Notification Sender

(Email Address)

Notification Recipient

Notification Events

Notification Subject

Notification Message

DomainController
ENDUSER

Email
GSSmartCardLogon
OCSPSIGNER

[GS_SCL_CA VI =]

AdminCA1

IUser Generated vl

User Generated
P12 file

JKS file
PEM file

Use ™

Default I.G

Use [
Default [T Required ™

Use [
Default [7 Required [~

JUSER

STATUSNEW

STATUSFAILED

STATUSINITIALIZED
STATUSINPROCESS
STATUSGENERATED
STATUSREVOKED
STATUSHISTORICAL |




Printing of user data Use [
Default [T Required ™

Printer Name Bullzip PDF Printer =
Printed Copies l__1 vI

Current Template No Printing template is uploaded.

Upload Template Upload Template |

Savel Cancel |

Made by PrimeKey Solutions AB, 2002-2008.



3 --Create SSL End Entity

Go to EJBCA Administration GUI

Click “Add Edit Entity”

Set SSL end entity’s parameters

a) End Entity Profile=SSL

b) User Name=SSL1

¢) Password=fool23

d) Confirm Password=foo123

e¢) CN, Common Name=SSL1
4. leave all other setting by default and click “Add End Entity”
5. The following is the screen capture of the settings

Add End Entity

End Entity Profile|SsL | Required
UaernamEISSU ¥
F'asswurdlnuu 7

Caonfirm Passwurdl------
Subject DN Fields

CHM, Comrman NamelSSU ¥
Cerificate F'rDﬁIEISSL vI W
CA|GS_SCL_CA v 7] F
TDkEﬂlUserGeneratedj W

[ AddEnd Entity | Resst |




4 --Install lIS

1. Start\Manage Your Server\Add or remove a role\click “Next”\Choose “Application
server(IIS, ASP.NET)”

Configure Your Server Wizard

X

Server Role

¥ou can set up this server to perform one or more specific rales, IF wou wank to add more than one g
role to this server, wou can run this wizard again.

Select a role, IF the role has not been added, wou can add it. If it has already been added, wou can
remove it, IF the role wou want ko add or remove is nat lisked, open Add or Remove Programs.

Application server (115, ASP.NET)

Server Role | Configured |

File server Mo

Print server Mo

Application server (115, ASPLMET) Application servers pravide the care
Mail server (POPS, SMTF) Yes technologies required ko build, deplaoy,
Terminal server Mo and operate XML \Web Services, Web
Remote access [ WPN server Mo applications, and distributed

Dornain Contraller (Active Directary) Yes applications. Application server

DMS server Vs technologies include ASP.MET, COM+
DHCF server Mo and Internet Information Services
Skrearning media server Mo (I15).

WINS server Mo

Read about application servers

Yiews the Configure Your Server log.

< Back I Mext = I Cancel Help

2. Click “Next” 3 times

3. You may be prompted to insert Windows 2003 server CD during installation process



4.

Configure Your Server Wizard

Click “Finish”

This Server is Now an Application server

You hawve successfully set up this server as an application server by
instaling II3.

To add or remove another role, run the Configure Your Server Wizard
again.

View the next steps For this role

For a record of vour changes, see the Configure Your Server log.
Ta close this wizard, click Finish.

Zancel

Help




5 --Send SSL Certificate Request

1. Start\All  Programs\Administrative

tools\  Internet Information

Services  (IIS)

Manager\CLEAN2003 (local computer)\ Web Sites\right click “Default Web Site”\Properties

t Internet Information Services (I15) Manager - 10| =|
":g File  Acktion  Wew Window Help | - |5|1|
= | AEEFRDB 2[(2]r =0
E! Inkernet Information Services Marme | Path | Skatu:
E---i! CLEAMZ003 (local computer) [ | iisskark. hbm
| Application Pools '-| lagin. htm
E-'J Web Sites | pagerror, gif
[ : Explore b
ket o
i Defau o Permissions
Erowse
Start
Stop
Fause
e »
All Tasks 3
Wi 2
Mews Windows From Here
Refresh
Export List...
Froperties
= p ﬂ
Opens property sheet for the Help |




Default Web Site Properties : ed 4
Web Site | Performance | ISAPI Filkers I Home Direckory
Documents Direckory Security | HTTP Headers I Custam Errars

—#uthentication and access conkrol

Enable anonymaous access and edit the
w authentication methods Far khis resource, Edit. ..

—IP address and domain name restrictions

Grant or deny access to this resource using
IP addresses ar Internet domain names.

Edit. ..

— Secure commmunicakions

Require secure communications and
enable client certificates when this
resource is accessed.

Miew Certificate, ., |

Edit. .. |

0.4 Zancel Apply | Help |

Directory Security\Server Certificate...
Click “Next” 4 times

“Organization”= Gemalto
“Organization Unit”=FSID

2.
3.
4.
5.

I1S Certificate Wizard

Orgamzation Information
Your certificate must include information about pour orgarization that
diztinguizhes it fram ather organizations.

Select or type vour organization's name and your organizational unit, Thiz iz tepically the
legal name of your organization and the name of vour division or department,

For further information, consult certification autharite's 'Web zite,
Orgarization;

IGemaItD j

Organizational wnit;

|FSID| =]

¢ Back I MHewt > I Cancel




6. Click “Next”

2, 66

7. Input website’s “common name”, here I use “testing.company.cn” as example

I1S Certificate Wizard

Your Site's Common Mame
Your Web site's common name iz itz fully qualified domain name.

Type the common name for your zite. |f the server iz on the Internet, uze a valid DMS
name. If the server iz on the intranet, you may prefer to use the computer's MetBIOS
name.

If the commaon name changes, you will need to obtain a new certificate.

Common name;

testing. company. cH

¢ Back I MHewt > I Cancel

8.  Click “Next”
“Country/Region”=(CN) China

10. “State”=Beijing

11. “City/locality”=Beijing

I1S Certificate Wizard

Geographical Information
The certification authornity requires the following geographical information,

LCountry/Region:

|CM [China) =]

State/province:

| giiing =
City/locality:

|Eeiiind =

State/province and Citpflocality muzst be complete, official names and may not contain
abbreviations.

¢ Back I MHewt > I Cancel

12. Click “Next”
13. Save the certificate request at desktop



IIS Certificate Wizard

Certificate Beguest File Hame
Your certificate request iz zaved as a text file with the file name you
zpecify.

Enter a file name far the certificate request.

File name:
C:ADocuments and SettingshddministratorsDeskiophoerteg.tat Browse... I

Canicel |

¢ Back

14. Click “Next” 2 times

15. Click “Finish”

16. A text file will be created at desktop

17. Open the text file, “certreq.txt”, copy the content, which is started by “-----BEGIN NEW

CERTIFICATE REQUEST-----" and ended by “----- END NEW CERTIFICATE
REQUEST-----"
!!- certreq.txt - Notepad - |I:I|ﬂ
File Edit Format Wiew Help
||—————BEGIN MEwW CERTIFICATE REQUEST-—--—- ;I

MIIDS|CCArMCARAwhZELMAKGATUEBRMCO04 xEDADBNVEBADTEO ] aWpphmoxEDAD
BgNVBACTBOJ1aWp?bmchDAOBgNVBADTBOd1bWFSdGEXDTALB MYBASTBEZTSUQX
GZAZBQNVEAMTENR CER[_ImeCUYEQ'tCGFUESSjbjCBﬂZANB%kqh 1 GEwWlBAQEF AL0E
jQAngkCgYEAx-'j_IuEBBe OFG71Zt1+59ve ] gFordensPHRzTwRFAT 3wsdvi I ooy IC
Byrevwy L LHAVGEOT T hwpexF EHO3YMNGAEr dETen=0grLoPgelxs+kxIIT+kBczU0T a
FQxNEDq:Iz?LIKkEO‘FMASHFCr"EE=>-<LI5SQEEQAIHZPHGNN,KF'JgOZtNEOOaSCAwEMaCC

AEkagYKKWYBBAGCNWDCAZEMFQDILEIuMZCEMC4yMHSGC1SGAQQngcCﬂQ4beBF
MA4GALUDDWEE "Wl EAwI EBDEEEQK ghk 1G9wIBCQBENZAIMAA GCCYGESI h3 DM AT A

goACEggghk 1G9w0DBAT CALAWEWY FKwd DAGQCWI QY IKOZ I b CHAwCwWEWY DWVROT Baww
O I EwYBBEQUHAWEwGT 0GC T sGA00Eg] cMNAGI xged wges CAGEewWBNASK AYwEyASEA,
CwEvAGTAdAAGAF LAUWBEAC AAUWEDASQAYQEUASE AZGES ACAAOWEYAHK ACABDASEA,
ZwEyAREACABOAGK AvwAQAF AACHEVAHY AACEK ASUACQOE T QAAARAAAAAALAAAAAAANA

AAAAAAAAAAAAALAAAAALAAAAAAAAAAAAAAAAMADGCSNGESIhE DOEEEQUAALGEARS 2
duFf4 c8TkManrhydPSM3IMOQO=Z eFHO+acon7esre3ed 02271 bWEEEDG}(EEr‘ISG EG
OplraEMIMBPHSOwokd RLTbmE+MEUTC+wol zxf3 gLI 000z s 17 SubshMEd NTV2wBh 10
diKhZFFyk zhwiwiwi<onc s exaMI T IvamzHZ Fvd 143

————— EMD MEW CERTIFICATE REQUEST--——-—

18. Go to EJBCA public webpage\Create Server Certificate
19. User name=SSLI
20. Password=foo123



21. Paste the request to the text area below
22. Select “Result type” as “PKCS7”

Flease give your username and password, paste the PEM-formated PECS10 certification request into the field

below and click OK to fatch your certificata.

A PEM-formatted request is a BASEAY encodad PECE10 request starting with

—Enrall

Username ISSU
Password |f|3|3123

HIIDSjCCArMCAQAML EELMAKGLITEERNC QDX ED AOEgNVELYTEDT Lalppbe xED LD
BgMVEL:TEOJ lalpphimce < EDAOEgNVEL0 TEOA 1L WFsdGESxDTALEGNVELSTEEZ TS UOx
GzAZBgNWVEANTERR1c3RphicuY2 9toGFue3sibjCEBne ANBgkghki GSwOBAQEF ALOE
JOAwgYRCTEAXITuSEe loFO71Ze1+9Va jqFordenSTNReEvRF AT I wadVi IgoQYIC
OyvewylLHAVGOLfthvpeEFEHOS VHNQAErdé IenXQgrLOPge 1X54+kXTITIf+kBezlUlla
FORNEDI =7 UKkI0EMAsnECr3BEUS 50eeQ IHErnOWN, PIgOzt N3 008 CAWELAGCC
AZkwGgYEKuTEEAGCHwOCAzENFgol1L ) TulecSHC4yMH=sGC1isGAOOEy joCA04xh TEr
Mid4GA1UADWER/ wlEAWIESDEEBgkghkiGowlBCOSEN s A1 MA4GCCOGI Th3DoNCAgTA
gDAOBgyghkiGOwODEATCATAWEwYFEwdDAgewCgY IKoZThveNAwe wEwYDVROLE Avw
Cg¥IKwYEBEQUHAVEwgLOGC isGAQOBg jcNAyIxgedwgesCAQEe BN AGKAYWEvAGEL
CWBVAGY AAAAGAF TAUWEEACAAUYED AGAYQEULGEAZQES ACAAQWEVAHKAC ABOAGSA
CWEVAGEACABOAGKAYwAGAF AL gBv AR Y AaOBRAGTACgOEiQALALALAALRALRD AL
AARAA DA AR AR AR AR AADAARAN DA R DDA D DD
AARAARRAR A AR AL A AL AR AR AR AR AR AR RA AR RRRRRD _:J

Result type [PKCS7 -]
OKl

23. Click “OK”
24. A page of result will be shown.



MIAGCEgGR I3 DOEHAQCAMTIACAQEX Ce AJBgUrDgMCGgUTAMIAGCSgGEIL3IDQEHLaC R
JIAEEUVEQRNEAAAAAL L Ao TAwggIiNIIBEi6ADAGECAghCrVe 153 JMEZTANEBgkaghkiG
SwoOBAQUFADAZMRUwEwYDVOODD AxHUyETQOwgQOEgd JEXEDACEgNVE Ao MEONwhXEh
hnkxCe AJBgNVEATTAKNOMEA XD TAAND UMz A4 MD AwNF oXD TEwMD Ux M L4 MD AwlF o
DEENMAsGAIUE AwwETINMNTCEns ANEgkaghki GOwOBAQEF ALOE J QAvgTRCGYELXJ I
QEeloF O 1zcl14+9VojgqForden3 Y NEefwRFAT 3 vadViIgqo OV ICO9vewyl LHAWGOLECLh
vheEFEHOS YHMNOAErde IenZOgrLOPge 1E54+kEITf+kEe = U01aFQxNEDgl =7 UEKKI 0L
MisnfCr3BXUSE0eeQ A IHernOWH,/ PIgOe N3 00asC AWE AAaNgMF4wHOYDWVEOOEEYE
FINT1RESOFPaM9joFbkuld4Ph7dh3 MAwGL1TAEWwER,/ wOCMALAWHYYDWVED JEEguFo LT
ik ?OF LggO2 OWCIJES99nKl / NeUyDg¥DVROP AQH, BAQD AgMINAQGCSgGS Ih3DOER
BEQUAAGGELACYbEGpe,/ mURUECXEDUnB3G43D2 eQBjwPxLUTIWEP IGed/ EhHRYEIr TG
HEQ3psEipPAmisVIzoKpWM0y9iod0Jel 1pogEf udNbNGhe/ t 9K ey gnmp huS VN quil
K g pECNeUwie 33/ VZiCeGANwrnp AC 8By PEe vl e HEmda Tt uMIICTDCC AL Wy
AwIBAgITa+H+ExJakegwl OV JKoZ ThveNAQEFEQAVN JEVHENGALITE AwvwMR 1 MgUONH
IENEIHYxMRAwDgYDVOOEDAADEZ 1w¥ WS SMOswCOVDVOOGEWIDT ] AeFwlwOD A1 MD X
OTUZNDNaFwOxODAIMD O OTUZNDNaND ¥« F TATEgVE AMMDEATIFND TCED QS EZ MTED
MadGAIUECwHOZ Lo GFue TELMARGAITEERMC 004wy Z 8wl OV IEoE IThweNAQEBEQLD
gYOAMIGIJAoGELT1fsrv1DehgoSacE+Jrat3K93K0IacISDo6e/ DV3JVLeZoBU0Xat
03U ExInRe tHE4+OhedAP I C gl Eh+5pgqOELF IFuwVEVITITECRO 1wvaEph¥E 1ILJON
NEgkl6UGAvOTwvMgHvhInXKEkr Xes JjRLIbme G/ er k2 4 EPOAB0GS i OLOS AgME L LG ]
TeBhMEOGALTADgOWBESLGEvadUWC AT 1 UIkHn3 Zer I8 1w TAPEGNVHEMEAfBEETAD
LOH/MEEGAIUAIwOYMEaLF IS Em+ehEV IDCwWOiQeff vt e XFMA4CGL1UADWEE / wE
AwIBh]) ANBgkghkiGOwOBAQUF ALOEGOB Y s WA vn W F ko3 J INiBgWGOsETor w0
J2WglGlGE AJFGqP3cEfvEA0rwBnk TEHfmE 42 CaJor kN kI qgi M/ 01EK19,/ r 1RdD,/ B
4yl qulxIOHVEOE lxot U293 X5/ mF £ ivTVer pKgx VohUST+I8NEBZAT jakaxs AC
SHEEpOfeEwhAAMYIERzCCATNC AQE w2 MEUTwEw YDV QOD DA HUvETOOwgOEgdiEx
EDACEgNVEAOMEONVhEXEhbnkxCe AJBGNVE LT TAKNOLghr 4f4rE 1Ry DAJEgUr DM C
GuUAoFOwGAYIEOE ThweNAQKDMOsGC3gqGS Ih3DOEHATAC Bgkaghki GOwOEBC QU Dol
MDgwNTEzNDgxMDAOW I L) Bgkghki GoOwlBEC oo FgoU Y gkf K7 6EhgMMvE S s KIIGHDT
elewlOVIJEoZ IhweNAQEBEQAEgYENKQE+Enl JLe ARl nCweSEtQRE29p1e0n U Ik, £
SB01s2iEe3f8DyT1Z7Er 1juk0l75PpIed T PALWOAdLvht gnTOZ vy ICHOPTUO3 72307
JISEyvROUyIJEvETlesXu+IN/ JOHGNASETwE JThE Saddm3E+/ n/ cemevagl/ CtNoRrQ
mGkgELAAAAL LD A==

6 -- Fetch SSL Certificate

Copy the result and save it in a text file at desktop with a name of SSL1.text

Change the text file extension from txt to cer so SSL1.text becomes SSL1.cer

Go to Start\All Programs\Administrative tools\ Internet Information Services (IIS) Manager\
CLEAN2003 (local computer)) Web Sites\right click “Default Web Site”\Properties\

Directory Security\Server Certificate...



Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
Cenrtificate Wizard

Thiz wizard helps yvou create and administer server
certificates uzed in gecure Web communications
between your zerver and a client.

Statuz of your Web Server:

Y'ou have a pending certificate request. Certificate
YWizard will help vou to process the response from a
Certification Autharity ar to remove thiz pending
request.

To continue, click Mext.

¢ Back

4. Click “Next > 2 times

IIS Certificate Wizard

Process a Pending Request

Process a pending certificate request by retrigving the file that containg
the certification autharity's responze.

Enter the path and file name of the file cantaining the certification autharity's responze.

Fath and file narme:
C:ADocuments and SettingshaddministratorsDeskophSS501 . cer Browse. .. I

¢ Back

Cancel |

5. Browse to SSL1.cer
6. Click “Next >3 times
7.  Click “Finish”



7 -- Configure IIS

1. Go to Start\All Programs\Administrative tools\ Internet Information Services (IIS) Manager\
CLEAN2003 (local computer)l Web Sites\right click “Default Web Site”\Properties\
Directory Security\Secure Communications\Edit

2. Check “require secure Channel (SSL)”

3. Check “require 128-bit encryption”

Secure Communications 5[

¥ Require secure charnel (S50

v Require 128-bit encrypkion

~ Client certificates
= Ignore client certificates

" Accept dient certificates
™ Renquire client certificates

™ Enable client certificate mapping

Client certificates can be mapped to Windows user

accounts, This allows access control ko resources using Ed
client certificates. afi..

[ Enable certificate krust list

Zurremt CTL: I j

(0] 4 I Cancel | Help |

Click “OK”
Go to “Authentication and access control”\Edit...

User name:= TESTING\Administrator
Password=foo123
Check the “Basic authentication (password is sent in clear text)

E3]

4

5

6.  Uncheck the “anonymous access”
7

8

9

10. Choose “Yes” to the warning
11. Default Domain= testing.company.cn
12. realm= testing.company.cn



Authentication Methods x|

I Enable anonymous access:

Ilse the Following Windows user accounk For anonymous access:

Lset narme: I TESTIMG Administrator Browse, .. I

Password; I

— Authenticated access

Faor the Following authentication methods, user name and passwaord
are required when:

- anonymous access is disabled, ar

- access is restricted using NTFS access control lisks
¥ Integrated Windows authentication
[ Digest authentication For Windows domain servers
¥ EBasic authentication (password is sent in clear kext)

[ MET Passport authentication

Default domain: | kesting. company.cn Select. .. |

Realm: I kesting, company,.cn Select. ..

Ik I Zancel | Help |

13. Click “OK” 2 times



8 --Test SSL

1. Open Internet Explorer, go to http:/testing.company.cn/
2. You will not be able to access the default webpage

/3 The page must be viewed over a secure channel - Microsoft Internet Explorer 10l x|

File Edit Wiew Favorites Tools  Help

Address Iﬂj thp:

The page must be viewed over a secure channel

The page you are trying to access is secured with Secure Sockets Layer (S5L).

Please try the following:

» Type https:ff at the beginning of the address you are attemnpting to reach
and press ENTER.,

HTTP Error 403.4 - Forbidden: S5L is required to wiew this resource.
Internet Information Services (IIS)

Technical Information (for support personnel)

» G0 to Microsoft Product Support Services and perform a title search for the
words HTTP and 403,

» Open IIS Help, which is accessible in IIS Manager {inetmar), and search —
for topics titled About Security, Secure Sockets Layer {SSL), and
About Custom Error Messages.

=
|&] pore I_I_ l_ | @ Trusted sites v
3. Then try again with https://testing.company.cn/

Security Alert x|

Information you exchange with thiz site cannot be viewed or
changed by otherz. Howeser, there is a problem with the zite's
gecunty certificate.

Q The secunty certificate iz from a trusted certifving autharity,

a The securty cerificate date is walid.

The name on the zecurity certificate iz invalid or does not
match the name of the zite

Do pou want to proceed?

Wiew Certificate |

4. Click “Yes”



https://testing.company.cn/
http://testing.company.cn/

Connect to testing.company.cn
bR

Connecting ko testing, company.cn

User name: Iﬁ l:l:umpany.-:n'l,administratl:urj J

Password: I |

[ Remember my password

Ik I Cancel

5. Enter your account password, which you used to logon to server
6. Then you will be able to access the default webpage

3 Under Construction - Microsoft Internet Explorer ;lglil
File Edit Wiew Favorites Tools Help | a"'
Address I@ https: jitesting, company, cnf j G
=

@ Under Construction
The site you are trying to view does not currently have a

default page. It may be in the process of being upgraded and
configured,

Please try this site again later. If you still experience the
problern, try contacting the Web site administrator,

If you are the Weh site administrator and feel you have
received this message in error, please see "Enabling and
Disabling Dynamic Content” in I11S Help.

To access IIS Help

1. Click Start, and then click Run,

2, Inthe Open text box, type inetmagr. IS Manager
appears.

3. From the Help menu, click Help Topics.

4. Click Internet Information Services.

A
|&] Done ’_ ’_ Ela Trusted sites v

7. Notice that there is a lock sign E at the bottom of the web page

8. That means SSL is working
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